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Chapter 1. KIM Overview

Kuali ldentity Management (KIM) provides identity and access management services to Rice and other
applications. All KIM services are available on the service bus with both SOAP endpoints. KIM provides

aservice layer and a set of GUIsthat you can use to maintain the identity information.

KIM is designed to be used with both Kuali and non-Kuali applications. The permissions and
responsibilitiesit provides are defined by each user's Role or Rolesin the system. Roles can be customized

to handle permissions and responsihilities in a variety of ways based on your particular needs.

Figurel1.1. KIM Architecture
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» KIM dlowsyou to override its core services.

» KIM consists of these services, which encompassit's API:

AuthenticationService

» GroupService

| dentityService
¢ PermissionService

* PersonService




KIM Overview

» ResponsibilityService
* RoleService
* KimTypelnfoService

« KIM evaluates permissions through its permission service. KIM provides plug points for implementing
custom logic for permission checking, such as permission checks based on hierarchical data.

A more detailed picture of the KIM architecture:

Figure 1.2. Detailed KIM Architecture
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Chapter 2. Person

Person Lookup

Use the Person L ookup screen to quickly find basic information about Persons in Kuali Rice (Rice). (In
Kuali, a Person is a set of information about areal person or something that stands for real people, like a
job title.) From the Person Lookup screen, you can also link to screens where you can create new Persons
and edit a Person's information if you have permission to do so.

Finding the Person Lookup Screen

You can go to the Person Lookup screen from many Kuali screens by clicking the field search button
next to a Name-related field. How you get to the Person L ookup screen and your Role in Kuali determine
what you see and what you can do there.

If you have permission to use the Administration screensin Rice, you can go directly to the Per son L ookup
screen:

1. Click the Administration tab
2. Look under Identity

3. Click Person

Person Lookup Options

From the Field Search Button

If you clicked the field search button on another Kuali page to get to the Person Lookup screen, your
screen looks like this:

Figure 2.1. Person L ookup

Person Lookup

* required field

EmployeeD: [
Campus Code: |
Primary Department Code: [
Employee Status Code: ||| &/
Employee Type Code: ||| (/0D

Active Indicator: | @ veg No Both

search clear ) cancel

To find a Person, enter some information about that person in the appropriate fields and click the search
button at the bottom of the screen.

* You can display alist of al Personsin KIM if you leave the search fields empty and set the Active
Indicator to Both, then click the search button.




Person

* Ricedisplays a list of Persons who match your search information. The list is just below the search
fields on the Person Lookup page:

Figure 2.2. Person Lookup: Results

Person Lookup create new
* required field

Principal Name: [ |
principal 0: [
Entityo: [
FirstName: [
Middle Name: [
Last Name: |[mpoyee

EmployeeID: [
Campus Code: [ |
Primary Department Code: [
Employee Status Code: [ /[

Employee Type Code: 3@

Active Indicator: Yes © No @ Both

Entity ID Campus Code Primary Department Code B0}

Click one of the underlined column titles on the search resultslist to sort the list by that column. Click
it again to sort the list in the opposite order.

Y ou can also export the search results list in CSV, spreadsheet, or XML format. Click the appropriate
link at the bottom of the search resultslist to do this.

If you need to see more information about one of the Personsin the search resultslist, click one of the
information fields for that Person. Kuali then displays the Per son Document screen for that Person.

Figure 2.3. Person Document

Person

expand all | [ collapse all

( overview ~ hide

Entity Id: [1116 Principal Id: |earl
Principal Name: ear| Active: Yes

Affiliations
Affiliation Type Campus Code Default

Contact ¥ show
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From the Administration Tab
If you come to the Person Lookup screen after clicking Person (under I dentity) on the Administration
tab, you may see a create new button in the upper right corner of your screen if the user logged in has
permissions to create a Person, like this:

Figure 2.4. Person Lookup: Create New Button

Perzon Lookup = create new
P
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You can click this create new button to go to the Person Document screen, where you can add a new
Person as a Kuali user. For more information on adding a Person, see the Person M aintenance function
section (next) in this User Guide.

If you need to edit information for a Person in KIM, you first need to display that Person’s information.
Search for the Person (see search instructions above) from the Administration tab's link for Person.
When Kuali displaysthelist of Personsthat match your search, you'll notice one difference in the columns
because you did your search from the Administration tab — there is an Actions column on the | eft.

The Actions column has an edit link for each person. Click this edit link to go to the Per son Document

screen where you can edit this Person's information. For more information on working with Person
information, see the Per son M aintenance section (next) in this User Guide.

Person Maintenance

The Person Document allows you to identify and maintain each user in KIM. Each Person Document
includes data about that user's relationship with your institution as well as the roles and groups to which
the person belongs.

In KIM, aPerson is a unique combination of an Entity ID and a Principal ID. The Entity ID represents a
Person with a unique number, and the Person Document associates the Entity 1D with the user's Principal
ID number and Principal Name (often referred to asauser name or user I D). When searching for or working
with usersin KIM, you usually use either the Principal ID or the Principal Name. A single Entity 1D can

have multiple Principal s associated with it, but the base implementation of KIM assumes that each Entity
ID has only asingle Principal .

Note

Person and HR Systems. Many institutions choose to override parts of the Person Document
(especially the affiliation and contact information) with data from an HR system.

Business Rules

» Each Person must have at least one Affiliation.
» Eachfaculty or staff affiliation must have at least one Employment | nformation record associated withit.

« If aPerson hasany faculty or staff affiliations, then one Employment Information record must be marked
as Primary.

» Each Person must have a default Name record in the Contacts section.

» Each affiliation must be associated with a Campus.

Routing

Only people with the appropriate role can initiate routing for Person documents.

Displaying the Person Lookup Screen

On the Administration tab, click Person to display the Person L ookup screen. Do alookup to see alist
of Persons. Click any Person on the search results list to display his or her Per son Document screen.




Person

Document Layout

The Person Document includes Document Overview, Overview, Contact, Privacy Preferences,
Member ship, Ad Hoc Recipients, and Route L og tabs.

Figure 2.5. Person Document
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*_Affiliation Type * Campus Code Default Actions
- & n
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Membership » show
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Route Log ¥ show

Document Overview Tab

The Document Overview tab combined with the Overview tab identifies the Person as a unique
combination of Entity and Principal ID.

Additional information on the Document Overview Tab can be found in the Document Overview Tab
section of the Introduction to Rice Guide.

Overview Tab

The Overview tab identifies the Person as a unique combination of Entity ID and Principal ID. It also
contains information about how this Person is affiliated with your institution. Two types of affiliations
—Staff and Faculty—contain additional data fields to further define a person's relationship with your
institution.

The instructions below assume that you are manually entering this information. Many institutions either
have this data fed from an existing Person database or simply override this information with existing
Person data.

Figure 2.6. Person Document: Overview Section

Overview - hide
Entity Id: |10000 Principal Id: |10000
* Principal Name: Active:

Principal Name must be lower case

Overview Section

Table 2.1. Person Document: Overview Attributes

Field Name | Description

Entity I1d Display-only. The unique ID number identifying this Person in your database. An individual may
have multiple Principal 1Dsbut only one Entity ID. The base implementation assumes that each user
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Person

Field Name Description

has only one Entity ID and one Principal 1D. KIM automatically assignsan Entity Id to anew Person
when you save or submit a Person Document.

Principal Id Display-only. The unique ID number identifying this Principal. Whereas Entity Id represents a
unique Person, Principal Id represents a set of login information for that Person. When selecting a
Person, you ordinarily reference his or her Principal 1d. KIM automatically assigns a Principal Id to
anew Person when you save or submit the Person Document.

Principal Name Required. The user name for this Principal

Active Check the box to indicate that this Principal ID is Active. Uncheck the box to indicate that this
Principal ID isInactive.

Affiliations Section

Use the Affiliations section of the Overview tab to add Affiliations for this Principal 1D. Depending on
the Affiliation type you select, you may need to complete additional fields.

Table 2.2. Person Document: Overview Attributes, Affiliations

Field Name Description
Affiliation Type Optional. Select the Type of Affiliation from thelist. Options:

« Affiliate: Usersin your system who are neither employees nor students
« Faculty: A faculty employee

« Staff: A non-faculty employee

¢ Student: A non-employee identified as a student of your institution

Affiliation types of Faculty and Staff require additional information (see below).

Campus Code Required. Select the Campus Code associated with this Affiliation

Default Check the box to indicate that this Affiliation is this Principal's default association with your
institution. Each Principal must have at least one default Affiliation.

Actions Click the Add button to save the affiliation information.

If you select an Affiliation of Faculty or Staff, KIM displays additional fields to collect employment
information:

Figure 2.7. Person Document: Overview Tab, Affiliations Section

Affiliations
*_Affiliation Type * Campus Code Default Actions.

— o n

Table 2.3. Person Document: Overview Attributes, Affiliations Continued

Field Name Description

Employment ID Optional. Enter the Employment ID number associated with this Faculty or Staff affiliation.
Ordinarily thisentry isthe ID number identifying this Principal in your HR system.

Primary Check this box to indicate that this Faculty or Staff affiliation represents the Principa's primary
job with your institution. Each Principal with a Faculty or Staff affiliation must have exactly one
affiliation marked as Primary.

Employee Status Required. Select the current status of this Faculty or Staff affiliation. Options:
* Active

» Deceased

¢ OnNon-Pay Leave

« Status Not Y et Processed

 Processing

¢ Retired




Person

Field Name

Description

« Terminated

Employee Type

Required. Select the type of employment for this Affiliation. Options:
» Non-Professional
¢ Other

¢ Professional

Base Salary Amount

Required. Enter the base annual salary for this Faculty or Staff Affiliation.

Primary Department Code

Optional. Enter the code for the Department associated with this Faculty or Staff affiliation.

Add

Contact Tab

Click the Add button to save this row of employment information.

The Contact tab records the names, addresses, phone humbers, and email addresses associated with this
Person. Any Person record can store multiple contact information records of each type (name, address,
phone number, and email address). Y ou must select one value of each type as the default for that Person

record.

Figure 2.8. Person Document: Contact Tab

Contact

Names
Name Code

Addresses

* First Name Middle Name * Last Name Name Suffix Default Active Actions
| [ [ & B
City State/Province Postal Code Country Default | Active Actions

Address Type Line 1

Add: | [Home []

Phone Numbers

Phone Type

| — | — R

Add: Home :

Email Addresses

Add:

Names Section

Extension Country Default Active Actions
[ & 0
Type Default Active Actions.
[Fome ] 0

Figure 2.9. Person Document: Contact Tab, Names Section

Names

Name Code

* First Name Middle Name * Last Name Name Suffix Default Active Actions

(=] add

Table 2.4. Person Document: Contact Tab, Names Section Attributes

Field Name

Description

Name Code

Optional. Select the type of name to be added in this row. Options:
» Other
* Preferred

¢ Primary

Name Prefix

Optional. Select the appropriate title or name prefix for the name being added in this row. Options:
e Ms

e Mrs

s Mr

e Dr

First Name

Required. Enter the first name for this record.

Middle Name

Optional. Enter the first name for this record.




Person

Field Name Description

Last Name Required. Enter the last name for this record.

Name Suffix Optional. Select a suffix for this name record. Options:
o
* S
e Mr
« MD

Default Check this box to indicate that this Name record is the default for this person. Each Person record
must have exactly one Name record identified as the default.

Active Check the box to indicate that this Name record is Active. Uncheck the box to indicate that this
record should be considered Inactive.

Actions Click the Add button to save this Name record.

Addresses Section

Figure 2.10. Person Document: Contact Tab, Addresses Section

Addresses
Address Type Line 1 Line 2 Line 3 City State/Province Postal Code Country Default | Active Actions
add: | [Home[+] || \ = L [ o C0

Table 2.5. Person Document: Contact Tab, Address Section Attributes

Field Name Description

Address Type Optional. Select the type of address being added on this row. Options:
¢ Home
« Other
* Work

Linelto3 Optional. Uselines 1, 2, and 3 to enter the street address for this row.

City Optional. Enter the city associated with this address.

State/Province Optional. Select the state associated with this address from the list.

Postal Code Optional. Enter the postal code (zip codein the U.S.) associated with this address.

Country Optional. Select the country associated with this address.

Default Check this box to indicate this address record should be used as the Default. A Person record can
have only one Default Address record.

Active Check this box to indicate that this Address record is Active. Uncheck the box to indicate that this
record is Inactive.

Actions Click the Add button to save this Address record.

Phone Numbers Section

Figure 2.11. Person Document: Contact Tab, Phone Number s Section

Phone Numbers

Phone Type Phone Number Extension Country Default Active Actions
Add: Home [ [+] A 2dd

Table 2.6. Person Document: Contact Tab, Phone Numbers Attributes

Field Name |Dw:ription

Phone Type Optional. Select the type of phone number being added on this row. Options:
« Home
* Mobile




Person

Field Name Description
« Other
* Work

Phone Number Optional. Enter the area code and phone number.

Extension Optional. Enter the appropriate extension.

Country Optional. Select the country associated with this Phone Number record.

Default Check this box to indicate that this Phone Number record should be used as the Default. A Person
record can have only one default Phone Number record.

Active Check this box to indicate that this Phone Number record is Active. Uncheck the box to indicate
that this record isinactive.

Actions Click the Add button to save this Phone Number record.

Email Addresses Section

Figure 2.12. Person Document: Contact Tab, Email Addresses Section

Email Addresses

Add:

Type Default Active Actions
[Home [] 5] add

Table 2.7. Person Document: Contact Tab, Email Address Attributes

Field Name Description

Email Optional. Enter the email address for this record.

Type Optional. Select the type of email address on this row. Options:
* Home
» Other
* Work

Default Check this box to indicate that this Email Address record should be used as the Default. A Person
record can have only one default Email Address record.

Active Check this box to indicate that this Email Address record is Active. Uncheck the box to indicate
that this record is Inactive.

Actions Click the Add button to save this Email Address record.

Privacy Preferences Tab

The Privacy Preferencestab allows you to suppress the display of (hide) fields on the Contact Tab.

Figure 2.13. Person Document: Privacy Preferences Tab

" Privacy Preferences

Suppress Address: =

Suppress Email: (=}

[EN=E]

Table 2.8. Person Document: Privacy Preferences Tab Attributes

Field Name Description

Suppress Name Optional. Check this box to specify NOT to display this person's names.

Suppress Personal Optional. Check this box to specify NOT to display any of this person's personal data.
Suppress Phone Optional. Check this box to specify NOT to display this person's phone numbers.
Suppress Address Optional. Check this box to specify NOT to display this person's addresses.

Suppress Email Optional. Check this box to specify NOT to display this person's email addresses.
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Membership Tab

The Membership Tab allows you to associate a person with groups and roles and, by extension, with
KIM permissions and responsibilities. Assigning a person to arole is the most direct way to give him or
her KIM permissions and responsibilities.

Figure 2.14. Person Document: Memberships Tab

Membership

¥ hide | Groups
Group

Namespace Code

~ hide

\

Name Type Active From Date Active To Date Actions

Add: [ >
¥ hide | poles
Role

a

Add: [

~ hide | pelegations
Role Member

Add: S

Active From Date

= [ i) add

> \

Actions
add

Namespace Code Name Type Active From Date Active To Date

Active To Date Delegation Type Code Actions.

add

The Membership tab is divided into two sections, one for managing assignments to Groups and another

for Roles.

Groups Section

Table 2.9. Person Document: Memberships Tab, Groups Attributes

Field Name Description

Group Optional. Enter the name of the KIM group you want to assign this person to. Y ou can also use the
Group lookup to search for and select avalid Group.

Namespace Code Display-only. After you select a group to add this person to, KIM displays the namespace code
associated with the group you sel ected.

Name Display-only. After you select agroup to add this person to, KIM displays the name of that group.

Type Display-only. After you select agroup to add this person to, KIM displays the type of that group.

Active From Date

Optional. If this user's assignment to this group is to be effective as of a certain date, enter that date
here.

Active To Date Optional. If thisuser'sassignment to thisgroup isto terminate as of acertain date, enter that date here.
Actions Click the Add button to add this group assignment.
Note

There is no way to delete a person's assignment to a group. To remove a person from a group,
use the Active To Date field to specify adate in the past.

Roles Section

Table 2.10. Person Document: Member ships Tab, Roles Attributes

Field Name Description

Role Optional. Use the Name lookup to search for and select the role you want to assign this person to.

Namespace Code Display-only. After you select arole to assign to this Person record, KIM displays the namespace
code associated with that role.

Name Display-only. After you select a role to assign to this Person record, KIM displays the name
associated with that role.

Type Display-only. After you select arole to assign to this Person record, KIM displays the role type for

the selected role.

Active From Date

Optional. If thisuser'sassignment to thisroleisto be effective asof acertain date, enter that date here.

Active To Date

Optional. If this user's assignment to thisroleisto terminate as of acertain date, enter that date here.
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Field Name |D§cription
Actions | Click the Add button to save thisrole data.
Note

There is no way to delete a person's assignment to arole. To remove a person from arole, use
the Active To Date field to specify adate in the past.

When assigning some roles, you may need to supply additional qualifying information that further defines
this person’s assignment. For more information on Roles see the Role Maintenance section in this User

Guide.

Ad Hoc Recipients Tab

Ad Hoc Recipients tab information can be found in the Common Features and Functions section of this
User Guide.

Route Log Tab

Route L og tab information can be found in the Common Features and Functions section of thisUser Guide.
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Chapter 3. Group

Group Lookup Screen

The Group Lookup function provides a quick reference to key Group information.

Y ou get to this screen by clicking the Group option in the I dentity section of the Administration screen.

Figure 3.1. Identity Channel: Group Link

|Fuali

s LEDLSl Administration

] action list | [E) doc search

Provide Feedback

Logged in User: admin

Workflow

Identity

Confi

o Rule Attribute

o Rule Template

+ XML Stylesheets

* XML Ingester

* Statistics

o Document Operation
+ Document Type

Identity

. ssion
« Responsibility.

Locations

» Campus

« Send Simple Notification
+ Send Event Notification
* Manage Content Types

« Postal Code
« State

Reference

* Address Tvpe
« Affiliation Type

Campus Type
Citizenship Status
mail Tvpe
mplovment Status
mplovment Type

n =
External Identifier Type
Name Type

hone Tvpe
ole/Group/Permis:

PR Y

Figure 3.2. Group Lookup

Group Lookup H

« Parameter

« Parameter Tvpe

+ Component

+ Namespace

* Pessimistic Lock

« Configuration Viewer

Service Bus.

« Message Queue

« Thread Pool

+ Service Registry

* Service Bus

* Quartz

« Security Management

Miscellaneous

+ Cache Admin

Creabe new

* required field

Group Id:

Group Namespace:

Group Name:

Group Description:

Active?: | @ vez (0 Ng ) Bath
Principal Name: | %
| search || clear || cancel |

On the Group L ookup screen, click the create new button to go to the Group Maintenance screen,
where you can create a new Group in Rice.

Conducting a search from the Group Lookup screen returns alist similar to this:
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Figure 3.3. Group Lookup: Results

5 itemns retrieved, displaying all items.

Actions | Group Type Name Group Namespace Group Name Group Description

edit Default FCR-WRFLW Workflowsdmin Workflowsdmin

edit Default FCR-WEFLW MagazineManagers The managers of the magazine system.

edit Default HR-WHFLW ChickenRecipeMasters |The masters of chicken recipes. These people know it all
edit Default KR-WKFLW RecipeMasters The masters of recipe making. These people know it all
edit Default FCR-WRFLW NotificationAdmin Motification system admin group for automation.

Export options: CSV | spreadsheet | XML

For information on any of the fields above, please refer to the Group M aintenance section below.

Group Inquiry Screen

This screen provides high-level information about a Group and showswho is assigned to it.

Click aGroup Request valueontheAction List screento display the Group Inquiry pagefor that Group:

Figure 3.4. Group Inquiry

Group
expand all collapse all
([ Overview ~ hide \
Group Id: |1 Type Name: |Default
Group Namespace: |KR-WKFLW - Workflow Group Name: |WorkflowAdmin
Active?: |Yes Group Description: |WorkflowAdmin
Assignees ~ hide \
Viewing rows 1 to 2
| Members:
* Type Code * Member Identifier Namespace Name Full Name: Active From Dt Active To Dt
admin admin admin admin
2 notsys notsys | Notification Svstem
A S

closa

Overview Tab

For information on these fields please refer to the Group Maintenance section that follows.

Assignees Tab

Table 3.1. Group Inquiry: Assignees Attributes

Field Description
The code for the type of this Group member

Type Code

Member |dentifier The user 1D for the Member

The user name for the Member

Active From Dt The effective date of membership in this Group for this member; if it is blank, membership isvalid
as soon asthe member isassigned Thisfield isuseful when you want to add a Person, Role, or Group

Name
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Field Description
to aGroup before he/she/they should be active in the Group. This might happen, for example, when
you add a new employee before their start date.

Active To Dt The termination date of membership for this member; if blank, the membership does not terminate

Group Maintenance Document

The Group document allows you to associate Persons, Roles, or other Groups with each other so you can
assign the samerole to al Group members.

Groups have no inherent permissions or responsibilities of their own. Only by associating a Group with a
role do the members of that Group become associated with permissions and responsibilities.

Creating New Groups

If you are creating a new Group and have clicked the Create New button on the Group Lookup screen,
you will be redirected to the Group creation page. One of thefirst thingsto do, if wanting to create agroup
with a non-default Group Type, is to use the kim type lookup to select a different group type. Once you
click on the Type Name in the Overview tab, you will be redirected to a screen like the following:

Figure 3.5. KIM Type L ookup

Kim Type Lookup

* required field

MNamespace Code: | |Z|

Type Name: |

Type Identifier:

Active Indicator: | @ vyes Mo Both

search clear cancel

Table 3.2. KIM Type Lookup Search Attributes

Field Description

Namespace Code Optional. Select the code for the application and module to which this KIM Type pertains.

Type Name Optional. Enter the name for thisKIM Type.

Type Identifier Optional. Enter the unique system-assigned Identifier for this KIM Type.

Active Indicator Required (defaults to Y es). Change the default selection to view KIM types that are inactive or to
see all Types (active and inactive).

The search resultslist includes the same fields asthe L ookup screen. The search results are displayed
below the search fields on the Lookup screen.

To select the Type you want to use for your new Group, click the return value link for that Type. KIM will
copy the Type information to use in creating your new Group.

Group Maintenance Document: Layout

The Group document includes these tabs:

» Document Overview
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» Overview

* Assignees

Ad Hoc Recipients
* RouteLog

The Overview and Assignees tabs are described below. Information on the Ad Hoc Recipients and Route
L og tabs can be found in the Frequently Used Tabs section of the Introduction to Rice Guide.

Figure 3.6. Group Maintenance Document

| Doc Nbr:|3063 ‘ Stalus:‘lNlT[ATED
Group 2
| Initiator: |adm|n‘ Created: ‘Dl‘:ﬂﬂ PM 05/17/2013
= required field
(" Document Overview L

* Description: || ‘

Organization Document Number: |\

Overview 8
Group Id: 10045 Type Name: | pefauk (4
* Group Namespace: | =] * Group Name: [
Active?: Group Description: ||
\
Assignees \

Select a Group Namespace to determine if you have the appropriate permission to add members to this group

Add Member:
| * Type Code | * Member Identifier | Name | Active From Dt | Active To Dt [ Actions
A [Pincpa[s] [—1 L % | @ [ @ |

Members: |

L [ * Type Code * Member Identifier | e | Name Full Name Active From Dt | Active To Dt | Actions |
\

Ad Hoc Recipients \
3

Route Log \

Overview Tab

This tab identifies the Group with a unique system-assigned ID number, a namespace, and a name. Each
Group also has a Type that specifies any qualifiersthat this Group might require.

Figure 3.7. Group Maintenance Document: Group Overview

e N
Overview \.
Group Id: | 10045 Type Name: pefayl (%
* Group e || =] * Group Name: ||
Active?: Group Description: ||

Table 3.3. Group Maintenance Document: Group Overview Attributes

Field Description

Group ID Display-only. The unique system-assigned | D number that identifies this Group; Rice completesthis
field when you submit the document.

Type Name Required. The type of attributes that are associated with this Group. Some Group types, such as the
Default Type, do not require attributes.

Note: When creating anew Group, you must select the Type before Rice can generate the document.
See the Creating New Groups section of this document

Group Namespace Required. An indicator that associates the Group with a particular application and module

Group Name Required. The common descriptive name by which this Group is known
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Group

Field Description

Active Check this box to indicate that this Group is active and is a valid choice for assigning to roles.
Uncheck the box to indicate that this Group is inactive (it is no longer valid when making role
assignments).

Group Description Optional. Some text to describe the group.

Assignees Tab

This tab displays the members who belong to this Group. Y ou can also use this tab to add new members
or to edit the fields for existing members.

Note that for members not added to the group on this mai ntenance document, the " del ete” button to remove
that member is inactive. If a member's association with a group is past, users should set the "Active To
Date" field to the end of the membership; the member will not be an active member of the group after
that date.

Figure 3.8. Group Maintenance Document: Assignees Tab

Assignees vhide] .

Select a Group Namespace to determine if you have the appropriate permission to add members to this group

Add Member:

* Type Code * Member Identifier Name Active From Dt Active To Dt Actions
[prncipal [ 18 — : ;

Table 3.4. Group Maintenance Document: Assignees Tab Attributes

Field Name Description

Type Code Required. Select the Type of the member you are adding to this Group. Group members can be
Principals (as defined on the Person document), Roles, or other Groups.

Member |dentifier Required. Enter the I D that identifies the member you are adding, or use the |lookup to search for and
select avalid Member ID. The lookup directs you to the Principal, Group, or Role lookup, based
on your Member Type Code selection.

Name Optional. Enter the person name. Clicking on the magnifying glassicon brings up the Person L ookup
screen, where a person may be looked up and, once located, inserted.

Active From Date Optional. To specify the earliest date on which this member is to be considered a valid member of
this Group, enter adatein thisfield.

Active To Date Optional. To specify a date on which this member is no longer to be considered a valid member
of this Group, enter a date in this field. As of this date, the Member will no longer be considered
amember of this Group.

Note: You cannot delete or inactivate Group members. To remove a member from a Group, enter
an Active To Date.

Actions Click the Add button to add this member to the Group.
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Chapter 4. Role

Role Lookup Screen

This screen provides detailed information relating to the Permissions assigned to aRole in KIM.

The Role Lookup screen is accessible directly off the Rice Administration menu by clicking Role in
the Identity section.

Click the Granted to Roles field on the Document Configuration screen to display the Role L ookup

screen. You can also access the Role Lookup screen by clicking a Granted to Roles value in any list
where it appears.

Figure4.1. Role Lookup

Role Lookup create new

* required field

Role:

Type:

|
Role Name: |
|

Namespace:

Principal Name:

Group Namespace:

Group Name:

Permission Namespace:

Permission Name:

Responsibility N pace:

Responsibility Name:

CH [ | | ) O | | €

Responsibility Template N pace:

ponsibility Template
Active?: | @ vez ) Ng ) Both

search clear cancel

Document Layout

This screen may have three or four tabs of information, depending on the Role. The first three tabs
are Overview, Permissions, and Responsibilities. KIM only displays the fourth tab, Assignees, when
Assignee information is associated with this Role.
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Role

Figure 4.2. Role Maintenance Document

| Doc nbr: 3064 |

Status: |INITIATED

‘ Initiator: ‘admm‘ Created: |nt:53 PM 05/17/2013

(" Document Overview

expand all_| [ collapse all

* required field

* Description: ||

Organization Document Number: “ 4
Overview AN
Role: |1 Type Name: |Derived Role: Principal
* Namespace: |KUALI - Kuali Systems * Role Name: | |User
This role derives its members from the  *
Active?: Description: | |users in the Principal table. This role hs
gives users high-level permissions to y
Permissions AN
Add Permission ID: LY
* Permission Permission Identifier Permission Name Permission Detail Values Active Indicator Actions
1 |KR-SYS - Enterprise Infrastructure 146 \Ad Hoc Review RICE Document documentTypeName=RiceDocument le
2 |KR-SYS - Enterprise Infrastructure 149 Initiate RICE Decument documentTypeName=RiceDocument e
3 |KR-SYS - Enterprise Infrastructure 156 Copy RICE Document documentTypeName=RiceDocument e
4 |KR-SYS - Enterprise Infrastructure 161 Inquire Into RICE Records namespaceCode=KR* e
5 |KR-5YS - Enterprise Infrastructure 162 Look Up RICE Records namespaceCode=KR* I
6 |KR-SYS - Enterprise Infrastructure 185 Open RICE Decument decumentTypeName=RiceDecument IL
7 |KUALT - Kuali Systems 174 Log In Kuali Portal £
8 |KR-SYS - Enterprise Infrastructure 161 Inquire Into RICE Records namespaceCode=KR* le
9 |KR-SYS - Enterprise Infrastructure 162 Look Up RICE Records namespaceCode=KR* e
10 |KR-SYS - Enterprise Infrastructure 163 Maintain System Parameter namespaceCode=KR* e
11 KR-SYS - Enterprise Infrastructure 166 Use all RICE Screen namespaceCode=KR* e
Responsibilities \
Add Responsibility ID: Y
[ 2! ibility ibility Identifier ibility Name | ibility Detail Values | Active Indicator | Actions
Ad Hoc Recipients AN
Route Log \
(“submit_)( save )( blanket approve ) [ close ) (_cancel )

Note

The process of creating a new Type for Roles requires technical assistance.
To access the Role screen:

1. DoaRole Lookup.

The Role document includes six tabs:

Role Maintenance Document

2. Find the Role you want to change in the list of search results.

3. Click Edit for the row that has the Role that you need to change.

Information on the fields in all of these tabs can be found in the Role M aintenance section of this user
guide.

Role Maintenance Document

The Role Maintenance Document allows you to create anew KIM Role and edit existing Roles. Each Role
collects a specific set of Permissions and Responsihilities and allows you to assign membersto it.

The purpose of each Roleisdefined by its associated Permissions and Responsibilities. Rolesare classified
by Types that generally indicate with which Permissions and Responsibilities they are associated.
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» Document Overview

» Overview

* Permissions

* Responsibilities

» AdHoc Recipients

* RouteLog

Those that contain unique information are addressed below. For more information about the Document

Overview, Ad Hoc Recipients and Route Log tabs, please see the Frequently Used Tabs section of the
Introduction to Rice Guide.

Figure 4.3. Role Maintenance Document: Tabs

Doc Nbr: [3064 Status: INITIATED
Role [
Initiator: admin| Created: |01:58 PM 05/17/2013
expand all || collapse all
) * required field
{ Document Overview » show N
Overview ¥ show \
Permissions ¥ show \
Responsibilities ¥ show \
Ad Hoc Recipients ¥ show \,
Route Log ¥ show \

submit save blanket approve close cancel

Overview Tab

This tab gives the Role a unique system-assigned ID number, a Namespace, and a Name. Each Role also
has a Type that usually matches the kinds of Permissions and Responsihilities associated with it.

Figure 4.4. Role Maintenance Document: Overview Tab

Overview ~ hide 8
Role: |1 Type Name: |Derived Role: Principal
* Namespace: KUALI - Kuali Systems * Role Name: |User
Thizs role derives its members from the .
Active?: Description: ||users in the Principal table. This role 52
gives users high-level permissions to y

Table4.1. Role Maintenance Document: Overview Attributes

Field Description
Role Display-only. The unique, system-assigned ID number that identifies this Role
Type Name Display-only. The Type Name usualy identifies the general kinds of Permissions and

Responsibilities associated with this Role.

Note: When creating a new Role, you must select its Type before you can display a new Role
document. See Creating New Roles below.
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Role

Field Description

Namespace Required. Anindicator that associates the Role with a particular application and module

Role Name Required. The common descriptive name by which this Role is known

Active Check this box to indicate that this Role is Active and is, therefore, to be included by KIM when
it evaluates Permissions and Responsibilities. Uncheck the Active box to indicate that this Role is
inactive.

Description Optional. Text description of therole.

Creating New Roles

Y ou must search for and select an existing Type for KIM to generate a new Role document. When you
click the Create New button, KIM displaysthe KIM Type L ookup screen:

Figure4.5. KIM Type L ookup

Kim Type Lookup [

* required field

MNamespace Code: | |Z|

Type Name: |

Type Identifier:

Active Indicator: | @ vez ) g ) Both

search clear cancel

Note

Whileyou use the KIM Type Lookup screen both for creating new Groups and new Roles, not all
KIM Typesare valid for both Groups and Roles. When using this Lookup, you may see different
results depending on the KIM Types that are appropriate for your task.

Permissions Tab

This tab identifies the Permissions associated with this Role. Permissions authorize specific actions in
the system with which they are associated. A Role can have any number of Permissions (including no
Permissions) associated with it.

Figure 4.6. Role Maintenance Document: Permissions Tab

Permissions ~ hide 8

Add Permission ID: ’— 3
add
* Permissi e Permission Identifier Permission Name Permission Detail Values Active Indicator Actions
1 |KR-5Y5S - Enterprise Infrastructure |148 Ad Hoc Review RICE Document |documentTypeMame=RiceDocument
2 |KR-5YS - Enterprise Infrastructure |148 Initiate RICE Document documentTypeName=RiceDocument
3 |KR-SYS - Enterprise Infrastructure |1358 Copy RICE Document documentTypeName=RiceDocument
4 |KR-5YS - Enterprise Infrastructure |161 Inguire Inte RICE Records namespaceCode=KR™
5 |KR-SYS - Enterprise Infrastructure |162 Lock Up RICE Records namespaceCode=KR™
6 |KR-SYS - Enterprise Infrastructure |165 Cpen RICE Document documentTypeName=RiceDocument
7 |KUALI - Kuali Systems 174 Log In Kuali Portal
8 |KR-SYS - Enterprise Infrastructure |161 Inguire Into RICE Records namespaceCode=KR™
9 |KR-SYS - Enterprise Infrastructure |162 Look Up RICE Records namespaceCode=KR™
10 |KR-S5YS - Enterprise Infrastructure (163 Maintain System Parameter namespaceCode=KR™
11 |KR-5YS - Enterprise Infrastructure 166 Use all RICE Screen namespaceCode=KR™
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Table4.2. Role M aintenance Document: Permissions Attributes

Field Name

Description

Add Permission ID

To add a Permission to this Role, enter the appropriate Permission 1D, or search for and select a
value using the Per mission lookup

Add

Click the Add button to add the selected Permission to this Role document.

After you add a Permission to the document, KIM displays additional information about the Permission:

Note

Y ou cannot edit Permissions from the Role M aintenance Document.

Figure 4.7. Role Maintenance Document: Permissions Tab, Add Permissions

Permissions ~ hide “'\
Add Permission ID: 3
add
*N;:es-pace rIT:I.entifi-er Permission Name Permission Detail Values Irﬁ‘lcif:i:tir jresemn
1 IKan;ngtSru-BE—:‘\rt:TDTIEE 146 ’ég;ﬁ;ﬁumw RICE documentTypeMame=RiceDocument
2 IKHF;;:;;SN’DEE’?WHSE 149 go‘ii:v:e?vItCE documentTypeName=RiceDocument
3 IKHPEI-’EEYtSm-DEJr:’?rprise 156 Copy RICE Document|documentTypeName=RiceDocument
6 IKHF;;:;;SN’DEE’?WHSE 165 Open RICE Document|documentTypeName=RiceDocument
7 |KUALT - Kuali Systems |174 Log In Kuali Portal
11 IKan;ngtSru-BE—:‘\rt:TDTIEE 166 Use all RICE Screen |namespaceCode=KR™
E KR-WKFLW - Workflow |140 SSDZrDBECoT;EcTaen actionClass=org.kuali.rice.kew.documentoperation.web. DocumentOperationAction Yes UE‘EI

Table 4.3. Role Maintenance Document: Permissions Tab, Add Attributes

Field

Description

Permission Namespace

Display-only. The Namespace identifies the application and modul e associated with this Permission.

Permission Identifier

Display-only. The unique system-assigned |D number for this Permission

Permission Name

Display-only. The descriptive name of this Permission. This often tells you, in general terms, what
the Permission authorizes.

Permission Detail Values

Display-only. The document Types, tabs, and/or fields that this Permission authorizes the holder to
see or use. Not all Permissions have Detail Values.

Active Indicator

Display-only. Indicator showing whether this Permission is activein KIM

Actions

Responsibilities Tab

Click the Delete button to remove this Permission from this Role.

Warning: You may delete a Permission from a Role only if it has not yet been saved. (In other
words, you can delete a Permission from a Role only if you added it to this Role, but have not yet
submitted the document.)

This tab identifies the Responsibilities associated with this Role. Responsihilities define the workflow
actions that will be requested of the Role. A Role can have any number of Responsibilities (including
none) associated with it.
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Figure 4.8. Role Maintenance Document: Responsibilities Tab

Responsibilities ~ hide

Add Responsibility ID: >

add
* ibility e ibili ifi ibility Name Responsibility Detail Values Active Indicator Actions

Table 4.4. Role Maintenance Document: Responsibility Attributes

Field Name Description

Add Responsibility ID To add a Responsihility to this Role, enter the Responsibility 1D, or search for and select a value
using the Responsibility lookup .

Add button Click the Add button to add the selected Responsibility to this Role document.

After you add a Responsibility to the document, KIM displays additional information about this
Responsibility.

Note

In general, you cannot edit Responsibilities using the Role document, but some Responsibilities
have associated attributes that you must define at the Role level.

Figure 4.9. Role Maintenance Document: Responsibility, Added Responsibility

Responsibilities w hide |
Add Responsibility 1D: )
add
’ Namespace ldenti;ie’rlv Name ERp iy Bl el Irﬁicit(i:fnr Actions
i
Table 4.5. Role Maintenance Document: Responsibility, Add Attributes
Field Name Description
Responsibility Namespace Display-only. The Namespace tells you the application and module associated with this
Responsibility.
Responsibility Identifier Display-only. The unique system-assigned |D number for this Responsibility
Responsibility Name Display-only. The descriptive name of this Responsibility. For most Responsibilities, the name is
Review.
Responsibility Detail Vaues Display-only. This gives you more specific information about the Responsibility. Responsibility

Detail Values are formatted in a standard way with these attributes, separated by commas:

Route Node: The location where this Responsibility isinvoked in Workflow.

Document Type: The Document Type for which this Responsibility generates workflow requests.

Action Details at Role Member Level: When thisfield is True, action details are kept for each
Member of this Role. When this field is False, action details are only kept at the Responsibility
level for this Role. (see Assigning Action Detail Values, below).

Required: Indicatesif the routing represented by this Responsibility should be required. If thisis
set to True and the Responsibility fails to generate an Action Request (perhaps because no oneis
assigned to the associated Role), then the document will go into Exception status. If this routing
isoptional, thiswill be False and the document will simply skip this Responsibility if no requests

are generated.
Active Indicator Display-only. Indicator showing whether this Responsibility is active within the system
Actions Click the Delete button to remove this Responsibility from this Role.

Warning: You can delete a Responsibility only if it has not yet been saved to the database (in
other words, you can only deleteit if you have added it to this Role but have not yet submitted the
document).
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Assigning Action Detail Values

When you add a Responsibility with an Action Detail Valuesat Role Member L evel value of False, you
must complete additional fields in a Responsibility Action sub-section. KIM automatically displays this
sub-section immediately beneath the Responsibility you've just added.

Thefieldsin this sub-section define the type of Action Requests generated for, and the general workflow
behavior associated with, this Responsibility. Entriesin these fields cause KIM to generate the same Type
of Action Requests for all members of this Role and handle actions by all members of this Role in the
same way.

Figure 4.10. Role Maintenance Document: Responsibility Tab, Action Section

Responsibility Action
Name * Action Type Code Priority Number * Action Policy Code Force Action

Table 4.6. Role Maintenance Document: Responsibility Tab, Action Section
Attributes

Field Name Description

Name Display-only. The namespace and name of the Responsibility associated with these action details

Action Type Code Required. The Type of Action Request that KIM generates for this Responsibility. Action Type
Codes are: Approve, FY, and Acknowledge.

Priority Number Optional. If multiple requests are generated at the route node specified on this Responsibility, this
determines the order in which KIM generates these requests. KIM processes requests with lower
priority numbers before processing requests with higher numbers. Requests with no number are
treated as apriority 1.

Action Policy Code Required. This determines what happens if multiple members of this Role receive the same Action
Request and one of them takes the action. For example, if a Role has a Group with three members
assigned, all of these members receive the Action Request defined here; this code then determines
what KIM does when one of them takes action on the document. A value of FIRST indicates that
the first Group member to take action on the document causes KIM to clear al the requests for this
Responsibility that may be in other Group member's action lists. A value of ALL indicates that each
Group member must take individual action to clear his or her own requests.

Force Action Check this box to indicate that each user must take action for this request, even if the user has
previously taken action on this document. Leaving the box unchecked alows a request to be
immediately fulfilled if the Role member has previously taken action on this specific document.
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Chapter 5. KIM Type
KIM Type Lookup

Use this lookup when you create anew group in KIM to find the KIM Type for the new group.

Figure5.1. KIM Type L ookup

Kim Type Lookup

* required field

Namespace Code: | |Z|

Type Name: |

Type Identifier:

Active Indicator: | @ vyes No Both

search clear cancel

Y ou may enter information in one or more of the search fieldsto find the correct Type for your new group:

Table5.1. KIM TypeLookup Attributes

Field Name Description

Namespace Code Optional. Select the code of the application and module for this KIM Type.

Type Name Optional. Enter the name for thisKIM Type.

Type Identifier Optional. Enter the unique system-assigned Identifier for this KIM Type.

Active Indicator Required. Defaults to Yes (Y es means display only Active Types). Change the default selection to
view KIM Typesthat are Inactive or Types that are both Active and Inactive.

Figure5.2. KIM Type Lookup: Results Example

Kim Type Lookup 7]

* required field

Namespace Code: | EI

Type Name: |

Type Identifier:

Active Indicator: | @ e No Both

search clear cancel
COne item retrieved.
Return Value Namespace Code Tvpe Name Type Identifier Active Indicator
return value KIUALL Default 1 Yes

Export optiocns: CSV | spreadsheet | XML

The search results list for this screen has the same fields as the L ookup screen. To select the Type you
want to use for your new group, click thereturn valuelink for it in the search results list.
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KIM Type Inquiry
The KIM Type Inquiry screen provides details about a KIM Type data element.
To access this screen, from the Kim Type L ookup screen, click a Type Name in your search results list.

Figure5.3. KIM Type Inquiry

Kim Type expand all || collapse all

([ Kim Type ~ hide !

Type Identifier: |1
Type Name: Default
Service Name:
Active Indicator: |Yes

Namespace Code: |[KUALL - Kuali Systems

close

All fields are defined above in KIM Type Lookup except these:

Table5.2. KIM Typelnquiry Attributes

Field Name Description
Service Name Display-only. The name of the service associated with thisKIM Type
Namespace Code Display-only. The namespace code associated with the selected KIM Type
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Chapter 6. Responsibility
Responsibility Lookup

Similar to the Permission Lookup, you can use the Responsibility L ookup to search for and view existing
responsibilities in KIM. Y ou can view summarized information about the responsibility detail values as
well as the roles with which the responsibility is currently associated.

Figure6.1. Identity Channel: Responsibility Link

| - Provide Feedback
Juall

] action list | (2 doc search Eoga] [[Foomd]

Logged in User: admin

Workflow

Identity

Identi
o Rule Attribute i
 Rule Template
e XML Stylesheets
o XML Ingester
o Statistics

o Document Operation
 Document Tvpe

Notification

e Send Simple Notification
e Send Event Notification Reference
e Manage Content Tvpes « Address Type
« Affiliation Tvpe
« Campus Tvpe
» Citizenship Status
+ Email Tvpe
« Emplovment Status
« Employment Tvpe
o Entity Type
o External Identifier Type
o Name Type

Configuration

e Parameter

e Parameter Tvpe

e Component

e Namespace

o Pessimistic Lock

¢ Confiquration Viewer

Service Bus

e Message Queue

e Thread Pool

e Service Registry

o Service Bus
 Quartz

* Security Management

Miscellaneous

e Cache Admin

« Phone Tvpe
 Role/Group/Permissi bility Tvpe

To display this screen, from the Administration menu, click Responsibility in the Identify section of
the menu.

Note

Thistable is display-only. Technical assistance is required to modify responsibilities.
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Figure 6.2. Responsibility L ookup

Responsibility Lookup

Template Namespace

al

|

|

Responsibility Name: ||
|

|

|

|

|

|

create new

* required field

[=]

Template Name:

Responsibility Namespace:

Role Namespace:

Role Name: yE
Principal Name: Gy x|
Group Namespace:
Group Name: ! L:

Attribute Value:
Active Indicator: | @ vez ) nNo () Both

search clear cancel

To find information about a Responsibility, enter information in one or more of the fields on the Lookup
page and then click the Search button.

Table 6.1. Responsibility Lookup Attributes

Field Name

Description

Template Namespace

Optional. The code identifying the application and module the template pertains to. Because
responsibilities pertain to workflow, most responsibility templates are associated with the KR-
WKFLW (Kuali Rice-Workflow) namespace.

Template Name

Optional. The template the responsibility is based on. A template usually defines, in a broad sense,
what the responsibility is. Since responsibilities normally are associated with action requestsfor user
review, most responsibilities have a template name of "Review."

Responsibility Namespace

Optional. The code designating the application and module this responsibility is associated with.
This code usually corresponds to the namespace of the document type for which the responsibility
generates action requests.

Responsibility Name

Optional. The name of this responsibility. In most cases, the responsibility name is the same as the
associated template name ("Review"). Like permission names, responsibility names are not unique.

Role Namespace An indicator that associates the Role with a particular application and module. To search for a
responsibility based on the namespace of the role to which it is assigned, enter the name of that
namespace.

Role Name Optional. The name by which a Role is known in the system. To search for a responsibility based
on the Role to which it is assigned, enter that Role name.

Principal Name Optional. One of the principals that currently have this responsibility through their association with
arole

Group Namespace Optional. The namespace of groupsthat have this responsibility through the group's association with
arole

Group Name Optional. The name of a group that has this responsibility through its association with arole

Attribute Value Optional. A specific responsibility detail value associated with a responsibility

Active Indicator Required (defaults to Yes). Change the default selection to view responsibilities that are inactive or

to seedll (active and inactive).
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Figure 6.3. Responsibility L ookup: Results

3 items retrisved, displaying all items.

Actions | Template e  Template Name

e ibility Name Responsibility Detail Values Granted to Roles

=dit copy |KR-WKFLW
edit copy |KR-WHKFL
edit copy |KR-WKFLW Review

Review

=l
m

Action Details At Role Member Level:true, Route Node Name:1, Document ...

=
M

Action Details At Role Member Level:true, Route Node Name:2, Document ...

o
&
v}

Action Details At Role Member Level:false, Route Node Name:3, Document....

Table 6.2. Responsibility L ookup: Results Attributes

Field Name

Description

Responsibility Detail Values

Display-only. Detailed information that defines:

* What document this responsibility generates action requests for
* When the requests are generated

« How the requests are handled by workflow

Unlike permissions, which sometimes have different detail values, responsibility detail values

generaly contain these elements:

« routeNodeName: The point in a document's workflow routing at which this responsibility

generates requests.

documentTypeName: The name of the document type for which this responsibility generates
action requests. This value may also be a parent document type, which indicates that this
responsibility appliesto all child documents.

« actionDetailsAtRoleMemberLevel: A True or False indicator that defines where the system

collects details of this workflow action request. If the value is True, the system collects action
details when members are assigned to the role. If the value is False, the system collects action
details when this responsibility is assigned to arole.

* Required: A True or False value that indicates whether the system is required to generate an

action request for this document type. If the valueis True and the document generates no requests
associated with this responsibility, then the document will go into exception status. If the value
is False and the responsibility generates no action requests, then the document continues to route
asnormal.

Granted to Roles

Display-only. Lists the namespace and name of roles that have this responsibility. Click a linked
name to view the Role Inquiry for that role name.

Responsibility Inquiry

Toview theResponsibility Inquiry screenfor aresponsibility, click itsResponsibility Namein the search
results list displayed when you do a Responsibility Lookup. The Responsibility Inquiry screen contains
the same information displayed in the search results, but in aslightly different format:
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Figure 6.4. Responsibility Inquiry

Responsibility Inquiry | expand all || collapse all |

Responsibility Attributes "\

Template Namespace: |KR-WEFLW - Workflow
Template Name: Review

Responsibility Namespace: |[KR-SYS - Enterprise Infrastructure

Responsibility Name: Test

Responsibility Detail Values \k.

Detail Values ( actionDetailsAtRoleMemberLevel - true )
actionDetailsAtRoleMemberLevel

Attribute Name: Attribute Value: true

Detail Values ( routeNodeName - 1)
Attribute Name: |routeNodeName | Attribute Value: |1.

Detail Values ( documentTypeName - KualiNotification )
Attribute Name: |documentTypeName | Attribute Value: |KuaIiNotification

Detail Values ( required - true )
Attribute Name: |required | Attribute Value: |true

(" Responsibility Assigned Roles -\'L.

The fields on this screen are documented in the Responsibility L ookup section above.
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Chapter 7. Permission

Permission Lookup

The Permission Lookup screen alows you to search for and view existing permissions. It displays
summarized information about the permission detail valuesaswell astherolesthat are currently associated

with this permission.

Note

Thistableis display-only. Technical assistance is required to modify permissions.

Y ou get to this screen by clicking Permissions in the I dentity section of the Administration menu.

Figure7.1. Permission L ookup

Permission Lookup

Template Namespace:

Template Name:
Permission Namespace:

Permission Name:

Role Namespace:

Role Name:
Principal Name:
Group Namespace:
Group Name:

Attribute Value:

Template 1d:

Active Indicator

search

create new

* required field

[=]

GV EE

G EE

SV B8

Y EE
| @ ves () No O Both

clear cancel

Enter information in one or more fields on the Per mission L ookup screen and then click the sear ch button

to display permissions that match your inf

Table 7.1. Permission Lookup At

Field Name

ormation.

tributes

Description

Template Namespace

Optional. The code identifying the application and module the template pertains to. Because
templates tend to be general categories, they are often associated with system-level namespaces.

Template Name

Optional. The template the permission is based on. A template usually defines, in a broad sense,
what the permission controls. Similar types of permissions use the same template.

Permission Namespace

Optional. The code designating the application and module this permission is associated with.
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Field Name Description

Permission Name Optional. The name of this permission. In most cases, the permission name is the same as its
associated template name.

Role Namespace Optional. An indicator that associates the role with a particular application and module.

Role Name Optional. The common descriptive name by which this role is known.

Principal Name Optional. The principals that currently have this permission through their association with arole

Group Namespace Optilonal. The namespace of groups that have this permission through the groups' association with
arole

Group Name Optional. The name of a group that has this permission through its association with arole

Permission Detail Values Optional. Detailed information that, in combination with the permission name, defines the

permission's function For example, if the permission name is | nitiate Document, the Permission
Detail Values field indicates the specific type of document the initiate permission pertains to.
Permission detail values caninclude many different types of data. Some common permission details:

¢ documentTypeName: The name of the document Type associated with this permission.

« routeNodeName: The point in adocument's workflow routing at which this permission becomes
relevant.

« routeStatusCode: The routing status that a document must be in for this permission to apply.

« propertyName: A field or document element that the permission pertains to.

When you click the search button for a Permission Lookup, KIM displays your search resultsin atable
likethis:

Figure 7.2. Permission Lookup: Results Example

Actions | Iemplate

Template Name Bermission Mame Permission Detail Values Granted to Roles
Namespace e

nction KR-5YS Technical

edit copy|KR-NS Use Screen KR-WKFLW Use Document Operation Screen e org.kualirice.kaw.doa web.Dn Adminisirator, KR-SYS Technical
nction KR-5YS Technical

edit copv|KR-NS Use Screen KR-BUS Use Java Security Management Sereen | Giaetl o0 ki rice keb.security.admin.web.Jav KR-SYS Technical
Technical

dit copy KR-NS Use Screen KR-BUS Use Message Queue Screen Action Classierg.kuali.rice.ksb.m web.M Q KR-SYS Technical
KR-5YS Technical

dit copy|KR-NS Use Screen KR-BUS Use Service Registrv Screen Action Classierg.kuali.rice.ksb.m web.Ser stryAction |Administrater, KR-SYS Technics|

Administrator

The information in the search results table is display-only and is defined above. New field:

Table 7.2. Permission Lookup: Results Attributes

Field Name | Description

Granted to Roles Lists the namespace and name of roles that have this permission. Click on alinked name to view

its Role Inquiry screen.

Permission Inquiry

To view the Permission I nquiry screen for aPermission, click the Per mission Namein the search results
from aPermission Lookup. The Permission Inquiry screen containsthe sameinformation asthe Permission
L ookup search results, but in adlightly different format:
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Figure 7.3. Permission Inquiry

Permission Inquiry expand all || collapse all

( Permission Attributes  hide \

Template Namespace:
Template Name:
| Permission Namespace: |KR-WKFLW - Worldflow
| Permission Name: |Uss Document Operation Screen

Permission Detail Values w hide L

> hide | petail values ( actionClass - org.kuali.rice.kew.documentoperation.web.DocumentOperationAction )

Attribute - Attribute |org.kuali.rice.kew.documentoperation.web.DocumentOperationAction
actionClass
Mame: Value:
Permission Assigned Roles w hide L

| > hide Assigned Roles { KR-5YS - Enterprise Infrastructure - Technical Administrator - Default )

| KR-SYS -
MNamespace: Enterprise Role Name:
| Infrastructure

Technical Role Type

Administrator Name: Default

| > hide Assigned Roles ( KR-SYS - Enterprise Infrastructure - Technical Administrator - Default )

| KR-SYS - R
| ——— . |Technical Role Type
Namespace: Enterprise Role Name: Administrator Name: Default
Infrastructure -
[ * J
closa

Thefields on this screen are documented above in the Permission L ookup section.

Permission Template Inquiry

This screen provides detailed information about a Template Namespace. To display it, click aTemplate
Name on the Document Configuration screen or the Permission Inquiry screen.

Figure7.4. Permission Template Inquiry

Permission Template Inquiry expand all || collapse all

( Permission Template Attributes| + hide i

Template Namespace: KR-NS5 - Kuali Nervous System
Template Name: |Uze Screen
Permission Template Description:

close

Information related to the fields on this screen can be found above, in the Permission L ookup section
of this document.

Delivered Permission Templates

Rice is delivered with a number of permission templates. Below is a listing of each along with a brief
description of their use.
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Table 7.3. Delivered Permission Templates

Template ID Template Namespace Template Name Permission Template| Permission Details
Description
1 KUALI Default
2 KR-NS Copy Document docunent TypeNanme=
3 KR-WKFLW Administer Routing for docunent TypeNane=
Document
4 KR-WKFLW Blanket Approve Document | Authorizes user to bypass|docunent TypeNanme=
specified approval route
nodes
5 KR-WKFLW Route Document Authorizes user to route a|docunent TypeNanme=
document from their action
list
8 KR-NS Take Requested Action Authorizes user to take|acti onRequest Cd=
applicable actions (approve,
disapprove, acknowledge,
etc.) on documents in their
action list.
9 KR-WKFLW Ad Hoc Review Document | Authorizes user to review |docunent TypeNane=
a document that has been
sent to them via an Ad Hoc
Request
10 KR-SYS Initiate Document Authorizes user to create a| docunent TypeNanme=
new document
14 KR-WKFLW Cancel Document Authorizes users to cancel a| docunent TypeNane=
document prior to it being
submitted for routing. rout eNodeNane=
15 KR-WKFLW Save Document Authorizes user to save a|docunent TypeNane=
document that has been
initiated or routed to them
for action back to their
action list
16 KR-NS Edit Document docunent TypeNane=
rout eSt at usCode=
rout eNodeName=
23 KR-NS Look Up Records nanmespaceCode=
conponent Name=
24 KR-NS Inquire Into Records nanmespaceCode=
conponent Name=
25 KR-NS View Inquiry or
Maintenance Document
Field
26 KR-NS Modify Maintenance
Document Field
27 KR-NS Full Unmask Field propertyNanme=
conponent Nanme=
28 KR-NS Partial Unmask Field
29 KR-NS Use Screen actionC ass=
nanmespaceCode=
30 KR-NS Perform Custom
Maintenance Document
Function
31 KR-NS Use Transactiona
Document
32 KR-NS Modify Batch Job nanespaceCode=
33 KR-NS Upload Batch Input File(s)
34 KR-NS Maintain System Parameter nanmespaceCode=




Permission

Template ID Template Namespace Template Name Permission Template| Permission Details
Description
35 KR-IDM Assign Role nanespaceCode=
36 KR-IDM Grant Permission nanmespaceCode=
37 KR-IDM Grant Responsibility nanmespaceCode=
38 KR-IDM Populate Group namespaceCode=
40 KR-NS Open Document docunent TypeNane=
42 KR-NS Create / Maintain Record(s) docunent TypeNane=
43 KR-NS View Inquiry or
Maintenance Document
Section
a4 KR-NS Modify Maintenance
Document Section
45 KR-NS Add Note/ Attachment Authorizes a user to add|docurnent TypeNane=
a note / attachment to a
document
46 KR-NS View Note/ Attachment Authorizes a user to|docunent TypeNane=
view notes and download
attachments that have been
added to adocument
47 KR-NS Delete Note/ Attachment | Authorizes a user to remove | docunent TypeNane=
notes and attachments that
have been added to a|CreatedBySel fOnly
document
49 KR-NS Send Ad Hoc Request Authorizes a user to create| act i onRequest Cd=
an action request to user(s)
outside the normal route|document TypeName=
chain
51 KR-WKFLW Add Message to Route Log | Authorizes user to add|docunent TypeNanme=
annotations to a document
that appear in the Route Log
of adocument
52 KR-RULE KRMS Agenda Permission | Authorizes user to view and | nanespaceCode=
edit KRMS agendas
53 KR-KRAD Open View
54 KR-KRAD Edit View
55 KR-KRAD Use View
56 KR-KRAD View Field
57 KR-KRAD Edit Field
58 KR-KRAD View Group
59 KR-KRAD Edit Group
60 KR-KRAD View Widget
61 KR-KRAD Edit Widget
62 KR-KRAD Perform Action
63 KR-KRAD View Line Authorizesauser toview the
linesin acollection
64 KR-KRAD Edit Line Authorizes a user to edit the
linesin acollection
65 KR-KRAD View Line Field Authorizesauser to view the
individua fields in the lines
of acollection
66 KR-KRAD Edit Line Field Authorizes a user to edit the
individua fields in the lines
of acollection
67 KR-KRAD Perform Line Action Authorizes a user to teke
actions (add, delete, edit,
etc) to the lines of a
collection
68 KR-WKFLW Recall Document Authorizes a user to recall |docunent TypeNane=

a submitted document to

r out eNodeNane=
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Template ID Template Namespace Template Name Permission Template| Permission Details
Description

their action list for edit and|r out eSt at usCode=
resubmission or cancellation
appDocSt at us=
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Chapter 8. Terminology

Principal

A principal represents an entity that can authenticate. In essence, you can think of a principal as an
"account” or as an entity's authentication credentials. A principal has an ID that is used to uniquely
identify it. It also has aname that represents the principal's username and is typically what is entered when
authenticating. All principals are associated with one and only one entity.

Entity

An entity represents a person or system. Additionally, other "types' of entities can be defined in KIM.
Information like name, phone number, etc. is associated with an entity. While an entity will typically have
asingle principal associated withit, it is possible for an entity to have more than one principal or even no
principals at al (in the case where the entity does not actually authenticate).

Entities have numerous attributes associated with them, including:
* Names

» Addresses

* Phone Numbers

» Email Addresses

» Entity Type

+ Affiliations

e Employment Information

» External Identifiers

 Privacy Preferences

Group

A group is a collection of principals. Y ou can create a group using both direct principal assignment and
nested group membership. All groupsare uniquely identified by anamespace code plusaname. A principal
or group is a "member" of a group if it is either directly assigned to the group or indirectly assigned
(through a nested group membership). A principal or group isa"direct" member of another group only if
it isdirectly assigned as a member of the group, and not through a nested group assignment.

Permission

A permission is the ability to perform an action. All permissions have a permission template. Both
permissions and permission templates are uniquely identified by a namespace code plus a name. The
permission template definesthe coarse-grai ned permission and specifieswhat additional permission details
need to be collected on permissions that use that template. For example, a permission template might have
aname of "Initiate Document,” which requires a permission detail specifying the document type that can
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be initiated. A permission created from the "Initiate Document” template would define the name of the
specific Document Type that can be initiated as a permission detail.

TheisAuthorized and isAuthorizedByTemplateName operations on the Per missionSer vice are used to
execute authorization checksfor aprincipal against apermission. Permissions are always assigned to roles
(never directly to aprincipal or group). A particular principal will be authorized for a given permission if
the principal is assigned to arole that has been granted the permission.

Responsibility

A responsibility representsan action that aprincipal isrequested to take. Thisisused for defining workflow
actions (such as approve, acknowledge, FY1) for which the principal is responsible. Responsibilities form
the basis of the workflow engine routing process.

A responsibility is very similar to a permission in a couple of ways. First, responsibilities are always
granted to arole, never assigned directly to aprincipal or group. Furthermore, similar to permissions, arole

has a responsibility template. The responsibility template specifies what additional responsibility details
need to be defined when the responsibility is created.

Role

You grant permissions and responsibilities to roles. Roles have a membership consisting of principals,
groups, and/or other roles. As a member of a role, the associated principal has all permissions and
responsibilities that have been granted to that role.

You can specify a qualification to any membership assignment on the role, which is extra information
about that particular member of the role. For example, a person may have the role of "Dean" but that

can be further qualified by the school they are the dean of, such as "Computer Science." Y ou can pass
gualifications as part of authorization checks to restrict the subset of roles to check.

Reference Information

There are several collections of reference information managed within KIM:
» Addresstype

 Affiliation type

« Citizenship status

e Email type

» Employment status

» Employment type

 Entity name type

 Entity type

» External identifier type

 Phone number type
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Configuration Parameters

Table 8.1. KIM Configuration Parameters

Configuration Parameter

Description

Default value

kim.mode

The mode that KIM will run in; choices are| LOCAL

"LOCAL", "EMBEDDED", or "REMOTE".

kim.soapExposedService.jaxws.security

Determines if KIM services published on the| true

service bus will be secured

kim.url

The base URL of KIM services and pages.

${ application.url}/kim
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Chapter 9. Services

KIM provides several service APIswith which client applications should interact. These are:
 org.kuali.ricekim.api.role.RoleService
 org.kuali.ricekim.api.group.GroupService
 org.kuali.ricekim.api.identity.ldentityService

» org.kuali.ricekim.permission.PermissionService
 org.kuali.ricekim.responsibility.ResponsibilityService
 org.kuali.ricekim.service.PersonService

These services act as client-side facades to the underlying KIM data and provide important features such
as caching.

In the next few sections we will look in-depth at these services. However, for more details, please see the
javadocs for these services and the services they delegate to.

Using the Services

All KIM clients should retrieve service instances using the KIM service locator class
KimApiServicel ocator. This class contains static methods to retrieve the appropriate Spring bean for the
service. An example of retrieving the | dentityService serviceis:

IdentityService idnBvc = Ki mApi Servi celLocator. getldentityService();

Y ou would use a similar mechanism for retrieving references to the other KIM services.

ldentityService

The I dentityService is one of the services the client applications will interact with most frequently.

The I dentitySer vice contains service methods that allow for theretrieval, creation, and updating of entity
information.

Additionally, it also provides caching for the retrieval methods to hel p increase the performance of service
callsfor the client application.

Retrieving Principal Information

Toretrieve the principal 1D for a user, use the getPrincipal ByPrincipalName method:

Principal info = identityService.getPrincipal ByPrincipal Name(princi pal Nane) ;

Note that KIM, by default, stores principal names in lower case; the PRNCPL_NM column of
KRIM_PRNCPL_T must store valuesin lower case. If your institution's existing identity systems do not
handle lowercase principal names, then there are three points to override that setting:
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1. org.kuali.ricekim.impl.identity.ldentityServicelmpl method getPrincipalByPrincipalName

lowercases the principal name sent in; depending on how principals were integrated
into the system it may not need to. Note that IdentityServicelmpl method
getPrincipal ByPrincipalNameAndPassword does not lowercase the principal name automatically.

org.kuali.rice.kim.lookup.PersonL ookableHelper Servicelmpl method getSearchResults aso
automatically lowercases any principal name sent in; that behavior may also need to be changed

Finaly, the file {Rice home}/impl/src/main/resources/org/kuali/rice/kim/bo/datadictionary/
KimBaseBeans.xml hold the datadictionary attribute templatesfor principal name asKimBaseBeans-
principalName. The forceUppercase attribute is set to false by default, but perhaps should be
overridden to true, to force uppercase principal names.

Once these three points have been overridden, you'll be able to use uppercase principal names.

Retrieving Entity Default Information

To retrieve the default information for an entity, use one of the getEntityDefaultlnfo methods:

EntityDefault infoByEntityld = identityService.getEntityDefault(entityld);

EntityDefault infoByPrincipalld = identityService.getEntityDefaultByPrincipalld(principalld);

Retrieving Reference Information

To retrieve information about a type or status code, use the getter for that type.

Typesin KIM are:

Addresstype
Affiliation type
Citizenship status
Email type
Employment status
Employment type
Entity name type
Entity type

External identifier type

Phone type

For instance, to retrieve information on an address type code:

CodedAttri bute addressType = identityService. get AddressType(code);
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GroupService

Retrieving Group Membership Information

To retrieve a list of al groups in which a particular user is a member, use the getGroupsForPrincipal
method:

Li st <Group> groups = groupServi ce. get G oupsByPrinci pal I d(principal ld);

To determineif auser isamember of a particular group, use the isM ember OfGr oup method:

if (groupService.isMenber O G oup(principalld, groupld)) {
/1 Do something speci al

}

To get alist of all members of agroup, use the getM ember Principall ds method:

Li st<String> nenbers = groupService. get Menber Pri nci pal | ds(groupl d);

Retrieving Group Information

To retrieve information about a group, use the getGroup or getGroupByNamespaceCodeAndName
methods, depending on whether you know the group's ID or name:

Goup info
Goup info

groupServi ce. get G oup(groupld);
groupSer vi ce. get G oupByNanespaceCodeAndNane( nanespaceCode, groupNane);

PermissionService

Checking Permission

To determine if a user has been granted a permission, without considering role qualifications, use the
hasPer mission method:

if (perm ssionService. hasPerm ssion(principalld, namespaceCode, pernmni ssionNanme)) {
/1 Do the action
}

To determine if auser has been granted a permission, use the isAuthorized method:

if (perm ssionService.isAuthorized(principalld, nanmespaceCode, perm ssionNanme, qualification)) {
/1 Do the action
}

Retrieving Permission Information

To retrieve a list of principals granted a permission (including any delegates), use the
getPer missionAssignees method:
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Li st <Assi gnee> peopl e = perni ssi onServi ce. get Per m ssi onAssi gnees( nanespaceCode,
perm ssi onNane, qualification);

Toretrieve alist of permissions granted to a principal, use the getAuthorizedPer missions method:

Li st <Per m ssi on> perns = perm ssi onServi ce. get Aut hori zedPer m ssi ons(princi pal | d,
namespaceCode, perm ssionNanme, qualification);

ResponsibilityService
Checking Responsibility

To determineif auser has aresponsibility, use the hasResponsibility method:

if (responsibilityService.hasResponsibility(principalld, nanmespaceCode, responsibilityNane, qualification)) {
/1 Do the action

Retrieving Responsibility Information

Toretrieve alist of roles associated with a responsibility, use the getRolel dsFor Responsibility method:

Li st<String> rol elds = responsi bilityService. getRol el dsFor Responsi bility(responsibilityld);

AuthenticationService
Checking Authentication

The AuthenticationSer vice is somewhat different than the other services. The AuthenticationServiceis
not typically deployed remotely (unlike the I dentityService, GroupService, etc.).

Instead, the role of this service is simply to extract the authenticated user's principal name from the
HttpServlietRequest and inform the client-side development framework (typically, the KNS) about
this information. KIM itself does not implement full authentication services, but rather relies on other
implementations (such as CAS or Shibboleth) to provide this functionality.

The client application can then establish a local session to store the information about the principal
that authenticated. This will typically be used in subsequent calls to the KIM services, such as making
authorization checks for the principal.

The reference implementation of the AuthenticationService simply extracts the REMOTE_USER
parameter from the request and presents that as the principal name. This is often sufficient for many
authentication providers that are available. However, if necessary this reference implementation can be
overridden.

Thereis only a single method on the | dentityM anagement Ser vice related to authentication.

String principal Name = aut henti cationService. getPrincipal Name(request);
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RoleService

In KIM, Roles are used as a way to associate principals, groups and other roles with permissions and
responsibilities. It is therefore not a common or recommended practice to query for whether or not a
principal isamember of a Role for the purposes of logic in aclient application. It is recommended to use
permissions and the isAuthorized check to perform this sort of logic.

However, in some cases, querying for thisinformation may be desirable. Or, in even more common cases,
one may want to use an APl to add or remove members from a Role. These kinds of operations are the
responsibility of the RoleM anagementService. Like the IdentityM anagementService, this serviceis a
facade which provides caching and del egates to underlying services. Specifically, it delegates to:

» RoleService

Checking Role Assignment

To determineif aroleisassigned to a principal, use the principalHasRole method:

if (roleService.principal HasRol e(principalld, rolelds, qualifications)) {
/1 Do sonet hi ng
}

Retrieving Role Information

To retrieve information on arole, use the getRole or getRoleByName method:

Role info
Role info

rol eService. get Rol e(rol el d);
rol eServi ce. get Rol eByNanespaceCodeAndNane( nanespaceCode, rol eNane);

Toretrieve the list of principal 1Ds assighed to arole, use the getRoleM ember Principal | ds method:

Col | ection<String> principals = rol eServi ce. get Rol eMenber Pri nci pal | ds(namespaceCode, rol eNanme, qualifications);

Updating Role Membership

To assign aprincipal to arole, use the assignPrincipal T oRole method:

rol eServi ce. assi gnPri nci pal ToRol e(princi pal I d, namespaceCode, rol eNanme, qualifications);

To remove aprincipal from arole, use the removePrincipal FromRole method:

rol eServi ce. renovePri nci pal FronRol e(princi pal I d, namespaceCode, rol eNane, qualifications);

Person Service

The PersonServiceis used to aggregate Entity and Principal datainto adatastructure called aPerson. A
person is essentially aflattened collection of the various attributes on an entity (name, address, principal
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id, principal name, etc). Thisisintended to allow client applications to more easily interact with the data
in the underlying KIM data model for entities and principals.

Retrieving Personal Information

To retrieve information on a person by principal ID, use the getPer son method:

Person person = per Svc. get Person(principal l1d);

To retrieve information on a person by principal name, use the getPer sonByPrincipalName method:
Person person = per Svc. get Per sonByPri nci pal Narme( pri nci pal Nane) ;

In order to search for people by a given set of criteriayou can use the findPeople method:
Li st <Per son> peopl e = per Svc. fi ndPeopl e(criteria);

In this case, criteriais ajava.util.Map<String, String> which contains key-value pairs. The key is the
name of the Person property to search on, while the value is the value to search for.
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Chapter 10. KimTypeService Callbacks
Implementing Custom KIM Types

KIM uses the concept of "types" to define additional attributes for it's various objects (such as groups,
roles, permissions, etc.) and to affect their behavior.

All custom type services must implement a sub-interface of
org. kuali.rice.kimfranmework.type. Ki nillypeSer vi ce based on the kind of custom type
being created and the KIM objects it will be related to. The current type services supported by KIM are
asfollows:

* GroupTypeService

* Rol eTypeServi ce

* Perm ssi onTypeService

* Responsi bilityTypeService
* Del egati onTypeService

In addition to the interfaces provided above, KIM provides a standard set of implementations of each of
these which can be extended by your application in order to inherit standard default behavior (including
integration with the KNS Data Dictionary for reading and defining custom attributes). More detailed
information about these base classes can be found in the KIM javadocs. Y our custom type service class
should extend the appropriate subclass and only override the methods necessary to implement your custom
behavior. Use the methods in these classes as the basis for your custom code.

For example, you might define a custom Perm ssionTypeService by extending
org. kuali.rice. kns. ki m permn ssi on. Perm ssi onTypeSer vi ceBase asfollows:

import org.kuali.rice.kns. ki mpermni ssion. Perm ssi onTypeSer vi ceBase;
public class MyPerm ssionTypeServi ce extends Perm ssi onTypeServi ceBase {

@verride
prot ected bool ean perfornivatch(Map<String, String> inputMap, Map<String, String> storedMap) {
if (some_condition_is_true) {
/'l perform custom nat ching | ogic
} else {
return super. performvat ch(input Map, storedMap); // execute the default logic frombase class

}

Detailed documentation on the specific methods which can be implemented on Ki nifypeSer vi ce and
it's various sub-interfaces can be found in the KIM javadocs.

Configuring Custom KIM Types

Groups, Roles, Permissions, Responsihilities, and Delegations can all have custom typesin KIM. These
custom types can be mapped back to the KIM type services that you create. In order to do this, there are
afew things you must do:
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I NSERT | NTO

* Register the KIM Type which points to your custom type service
» Update any of the "typed" KIM objects that you want to point to your new KIM type

 Publish your KIM type service so that it is available on the Kuali Service Bus and the Rice resource
loader framework

Currently, there is no way to register a new KIM Type without updating the KIM database using

SQL. Fortunately, this is a fairly simple thing to do. The database table storing KIM Types is named
KRI M TYP_T. An example of how to insert anew KIM Type into thistablein Oracle is below:

KRIM TYP_T (

KI M TYP_I D,
NVSPC_CD,

NM

SRVC_NM

OBJ_I D)
VALUES (

KRI M TYP_| D_S. NEXTVAL,
' WNanmespace',

' MyPer m

ssi onType',

'‘{http://myapp. myu. edu} myPer m ssi onTypeServi ce',
SYS QU X))

One of the most important things to note about this is the service name (SRVC_NM) column. As we
can see in the example above, for this KIM type we are linking it to a service named { htt p://

nyapp. myu. edu} myPer mi ssi onTypeSer vi ce. Thisis how KIM will look up your custom type
service whenever it needsto load and invokeit.! It does this through the Rice resource loading framework
which includes locally available services defined in Spring as well as services published on the Kuali
Service Bus. For KIM type services, it's generally required to deploy them onto the KSB because the user
interface components of KIM will use these when determining which custom attributes may need to be
displayed and collected onit's various screens.

More information on how to publish these services can be found in the next section.

Once the KIM type has been registered, it will be assigned an ID, thisis the value of the KI M_TYP_I D
column after the record has been inserted. This ID can then be used to associate the type with the
appropriate and desired data elementsin KIM.

For exampl e, to associate the custom Per ni ssi onTypeSer vi ce you created earlier with one of your
permission templates, you can execute the following SQL (assuming the ID of your new KIM type is
10000):

UPDATE KRI M PERM TMPL_T SET KIM TYP_ID = ' 10000’
WHERE NMSPC_CD = ' MyNanespace' AND NM = ' MyPer m ssi onTenpl at e’

Oncethisis complete, any existing or new permissions you create with thistemplate will use your custom
KIM type and it's associated type service.

Ywhile the service name here is a single string value, it will be parsed into a j avax. xnl . namespace. QNane object using that classes

val ueOf (. .

. ) method. This means that, for our example of { htt p: // nyapp. nyu. edu} myPer m ssi onTypeSer vi ce, it will get

parsed into a QName which isequivalent tonew QName( " http:// myapp. myu. edu”, "nyPerm ssi onTypeService").
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Publishing Custom KIM Types to the Kuali
Service Bus

As mentioned previously, KIM type services should be published onto the Kuali Service Bus
in order to allow the KIM user interface functionality (which is typically deployed on the Rice
Standalone Server) to access the services remotely. Since KIM type services are considered
"callback" services because of the fact that the standalone server makes callbacks to them, the
org. kuali.rice. ksb. api . bus. support. Cal | backSer vi ceExport er should be used.

Information on how to export and publish a callback service can be found in _CallbackServiceExporter
section of the KSB Guide.

Assuming you have already wired up your custom PermissionTypeService implementation in your Spring
file under abean id of "myPermissionTypeService", an example Spring configuration which will publish
the service would look like the following:

<bean i d="nyPer m ssi onTypeServi ce. exporter"
class="org. kuali.rice. ksb. api . bus. support. Cal | backServi ceExporter"
p: cal | backServi ce-ref =" myPer m ssi onTypeSer vi ce"
p: servi ceNameSpaceURI ="htt p: / / nyapp. nyu. edu”
p: | ocal Servi ceNanme="nyPer m ssi onTypeSer vi ce"
p: servicelnterface="org. kual i . rice. ki mfranework. perm ssi on. Permi ssi onTypeServi ce"/>
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Chapter 11. KIM Database Tables

Table Name Prefixes

The KIM tables in the Rice database are prefixed by KRIM, which stands for Kuali Rice Identity
M anagement.

Unmapped LAST _UPDT_DT Columns

Many of the KIM tables have an additional column called LAST_UPDTD_DT (of type DATE in Oracle,
DATETIME in MySQL) that isn't mapped at the ORM layer. Using this column is entirely optional, and
it is unmapped by design. Its purpose is to aid implementers with tracking changes, and with doing data
synchronization or extracts against KIM tables. The following sample PL/SQL script (Oracle only) adds
to al the tablesthat contain LAST_UPDATED_DT an insert and update trigger to populate it:

DECLARE
CURSCR tables IS
SELECT tabl e_nane
FROM user _t ab_col utms
WHERE col umm_nane = ' LAST_UPDATE_DT'
AND dat a_t ype LIKE ' DATE%

ORDER BY 1;
BEG N
FOR rec I N tables LOCOP
EXECUTE | MMVEDI ATE ' CREATE OR REPLACE TRI GGER ' || LOWER( SUBSTR( rec.table_nanme, 1, 27) )||'_tr BEFORE
I NSERT OR UPDATE ON '
| | LONER( rec.table_nane )||' FOR EACH ROWBEQ N : new. | ast _update_ts := SYSDATE; END;";
END LOOP;
END;

/
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A

Action List

Action List Type

Action Request

Action Request Hierarchy

Action Requested

Action Taken

A list of the user's notification and workflow items. Also called the user's
Notification List. Clicking an item in the Action List displays details about that
notification, if the item is a natification, or displays that document, if it is a
workflow item. The user will usually load the document from their Action Listin
order to take the requested action against it, such as approving or acknowledging
the document.

Thistellsyou if the Action List item is a notification or a more specific workflow
request item. When the Action List item is a notification, the Action List Typeis
"Notification."

A request to a user or Workgroup to take action on a document. It designates the
type of action that is requested, which includes:

» Approve: requests an approve or disapprove action.

» Complete: requests a completion of the contents of a document. This action
request is displayed in the Action List after the user saves an incomplete
document.

» Acknowledge: requests an acknowledgment by the user that the document has
been opened - the doc will not leave the Action List until acknowledgment has
occurred; however, the document routing will not be held up and the document
will be permitted to transaction into the processed state if neccessary.

» FYI: anctification to the user regarding the document. Documents requesting
FY| can be cleared directly from the Action List. Even if a document has FY|
reguests remaining, it will still be permitted to transition into the FINAL state.

Action requests are hierarchical in nature and can have one parent and multiple
children.

Theaction one needsto take on adocument; also thetype of action that isrequested
by an Action Request. Actions that may be requested of a user are:

» Acknowledge: requests that the users states he or she has reviewed the
document.

» Approve: requests that the user either Approve or Disapprove a document.

» Complete: requests the user to enter additional information in a document so
that the content of the document is complete.

* FYI: intended to simply makes a user aware of the document.

An action taken on a document by a Reviewer in response to an Action Request.
The Action Taken may be:

» Acknowledged: Reviewer has viewed and acknowledged document.

» Approved: Reviewer has approved the action requested on document.
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Blanket Approved: Reviewer has requested a blanket approval up to aspecified
point in the route path on the document.

Canceled: Reviewer has canceled the document. The document will not be
routed to any more reviewers.

Cleared FY|: Reviewer has viewed the document and cleared all of his or her
pending FYI(s) on this document.

Completed: Reviewer has completed and supplied all data requested on
document.

Created Document: User has created a document

Disapproved: Reviewer has disapproved the document. The document will not
being routed to any subsequent reviewers for approval. Acknowledge Requests
are sent to previous approvers to inform them of the disapproval.

Logged Document: Reviewer has added a message to the Route Log of the
document.

Moved Document: Reviewer has moved the document either backward or
forward in its routing path.

Returned to Previous Node: Reviewer has returned the document to a previous
routing node. When a Reviewer does this, all the actions taken between the
current node and the return node are removed and all the pending requests on
the document are deactivated.

Routed Document: Reviewer has submitted the document to the workflow
engine for routing.

Saved: Reviewer has saved the document for later completion and routing.

Superuser Approved Document: Superuser has approved the entire document,
any remaining routing is cancelled.

Superuser Approved Node: Superuser has approved the document through all
nodes up to (but not including) a specific node. When the document getsto that
node, the normal Action Requests will be created.

Superuser Approved Request: Superuser has approved a single pending
Approve or Complete Action Request. The document then goes to the next
routing node.

Superuser Cancelled: Superuser has canceled the document. A Superuser can
cancel a document without a pending Action Request to him/her on the
document.

Superuser Disapproved: Superuser has disapproved the document. A Superuser
can disapprove a document without a pending Action Request to him/her on
the document.
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Activated
Activation

Activation Type

Active Indicator

Ad Hoc Routing

Annotation

Approve

Approver

Attachment

Attribute Type

Authentication

Authorization

Author Universal 1D

 Superuser Returned to Previous Node: Superuser has returned the document
to a previous routing node. A Superuser can do this without a pending Action
Request to him/her on the document.

The state of an action request when it is has been sent to auser's Action List.
The process by which requests appear in auser's Action List

Defines how a route node handles activation of Action Requests. There are two
standard activation types:

e Sequential: Action Requests are activated one at a time based on routing
priority. The next Action Request isn't activated until the previous request is
satisfied.

» Pardle: All Action Requests at the route node are activated immediately,
regardless of priority

An indicator specifying whether an object in the system is active or not. Used as
an aternative to complete removal of an object.

A type of routing used to route a document to users or groups that are not in the
Routing path for that Document Type. When the Ad Hoc Routing is complete, the
routing returns to its normal path.

Optional comments added by a Reviewer when taking action. Intended to explain
or clarify the action taken or to advise subsequent Reviewers.

A type of workflow action button. Signifies that the document represents avalid
business transaction in accordance with institutional needs and policies in the
user's judgment. A single document may require approval from several users, at
multiple route levels, before it movesto final status.

The user who approves the document. As a document moves through Workflow,
it movesoneroute level at atime. An Approver operates at a particular route level
of the document.

The pathname of a related file to attach to a Note. Use the "Browse..." button to
open thefile dialog, select the file and automaticaly fill in the pathname.

Used to strongly type or categorize the values that can be stored for the various
attributes in the system (e.g., the value of the arbitrary key/value pairs that can be
defined and associated with a given parent object in the system).

The act of logging into the system. The Out of the box (OOTB) authenticaton
implementation in Rice does not require a password as it is intended for testing
puposesonly. Thisissomething that must be enabled aspart of animplementation.
Various authentication solutions exist, such as CAS or Shibboleth, that an
implementer may want to use depending on their needs.

Authorization is the permissions that an authenticated user has for performing
actionsin the system.

A free-form text field for the full name of the Author of the Note, expressed as
"Lastname, Firstname Initial"
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B

Base Rule Attribute

Blanket Approval

Blanket Approve Workgroup

Branch

Business Rule

C

Campus
Campus Type

Cancel

The standard fields that are defined and collected for every Routing Rule These
include:

» Active: A trueffase flag to indicate if the Routing Ruleis active. If false, then
the rule will not be evaluated during routing.

» Document Type: The Document Type to which the Routing Rule applies.

* From Date: The inclusive start date from which the Routing Rule will be
considered for a match.

» Force Action: atrue/false flag to indicate if the review should be forced to take
action again for the requests generated by thisrule, even if they had taken action
on the document previously.

» Name: the name of therule, this serves asaunique identifier for therule. If one
is not specified when the ruleis created, then it will be generated.

* Rule Template: The Rule Template used to create the Routing Rule.

» To Date: Theinclusive end date to which the Routing Rule will be considered
for amatch.

Authority that is given to designated Reviewerswho can approve a document to a
chosen route point. A Blanket Approval bypasses approvals that would otherwise
be required in the Routing For an authorized Reviewer, the Doc Handler typically
displaysthe Blanket Approval button along with the other options. When aBlanket
Approval is used, the Reviewers who are skipped are sent Acknowledge requests
to notify them that they were bypassed.

A workgroup that has the authority to Blanket Approve a document.

A path containing one or more Route Nodes that a document traverses during
routing. When a document enters a Split Node multiple branches can be created.
A Join Node joins multiple branches together.

1. Describes the operations, definitions and constraints that apply to an
organization in achieving its goals.

2. A restriction to a function for a business reason (such as making a specific
object code unavailable for a particular type of disbursement). Customizable
business rules are controlled by Parameters.

Identifies the different fiscal and physical operating entities of an institution.
Designates a campus as physical only, fiscal only or both.

A workflow action available to document initiators on documents that have not
yet been routed for approval. Denotes that the document is void and should be
disregarded. Canceled documents cannot be modified in any way and do not route
for approval.
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Canceled

CAS - Central Authentication
Service

Client

Client/Server

Close

Comma-separated value
Complete

Completed

Country Restricted Indicator

Creation Date

csv

D

Date Approved

Date Finaized

Deactivation

Delegate

Delegate Action List

A routing status. The document is denoted as void and should be disregarded.

http://www.jasig.org/cas - An open source authentication framework. Kuali Rice
provides support for integrating with CAS as an authentication provider (among
other authentication solutions) and also provides an implementation of a CAS
server that integrates with Kuali Identity Management.

A Java Application Program Interface (API) for interfacing with the Kuali
Enterprise Workflow Engine.

The use of one computer to request the services of another computer over a
network. The workstation in an organization will be used to initiate a business
transaction (e.g., abudget transfer). This workstation needs to gather information
from a remote database to process the transaction, and will eventually be used to
post new or changed information back onto that remote database. The workstation
isthus a Client and the remote computer that houses the database is the Server.

A workflow action available on documents in most statuses. Signifies that the
user wishes to exit the document. No changes to Action Requests, Route Logs or
document status occur as aresult of a Close action. If you initiate adocument and
close it without saving, it is the same as canceling that document.

A file format using commas as delimiters utilized in import and export
functionality.

A pending action request to a user to submit a saved document.
The action taken by a user or group in response to a reguest in order to finish
populating a document with information, as evidenced in the Document Route

Log.

Field used to indicate if a country is restricted from use in procurement. If there
is no value then thereis no restriction.

The date on which a document is created.

See comma-separ ated value

The date on which a document was most recently approved.

The date on which adocument entersthe FINAL state. At thispoint, all approvals
and acknowledgments are complete for the document.

The process by which requests are removed from a user's Action List
A user who has been registered to act on behalf of another user. The Delegate

acts with the full authority of the Delegator. Delegation may be either Primary
Delegation or Secondary Delegation.

A separate Action List for Delegate actions. When a Delegate selects a Delegator
for whomto act, an Action List of all documents sent to the Delegator is displayed.
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Disapprove

Disapproved

Doc Handler

Doc Handler URL
Doc Nbr

Document

Document Id
Document Number

Document Operation

Document Search

Document Status

Document Title

Document Type

For both Primary and Secondary Delegation the Delegate may act on any of the
entries with the full authority of the Delegator.

A workflow action that allowsauser to indicate that adocument does not represent
a valid business transaction in that user's judgment. The initiator and previous
approvers will receive Acknowledgment requests indicating the document was
disapproved.

A status that indicates the document has been disapproved by an approver as a
valid transaction and it will not generate the originally intended transaction.

The Doc Handler is aweb interface that a Client uses for the appropriate display
of adocument. When a user opens a document from the Action List or Document
Search, the Doc Handler manages access permissions, content format, and user
options according to the requirements of the Client.

The URL for the Doc Handler.

See Document Number.

Also see E-Doc.

An electronic document containing information for a business transaction that is
routed for Actionsin KEW. It includes information such as Document ID, Type,
Title, Route Status, Initiator, Date Created, etc. In KEW, adocument typically has
XML content attached to it that is used to make routing decisions.

See Document Number.

A unique, sequential, system-assigned number for a document

A workflow screen that provides an interface for authorized users to manipulate
the XML and other data that defines a document in workflow. It alows you
to access and open a document by Document ID for the purpose of performing
operations on the document.

A web interface in which users can search for documents. Users may search by
a combination of document properties such as Document Type or Document 1D,
or by more specialized properties using the Detailed Search. Search results are
displayedin alist similar to an Action List.

See also Route Satus.

Thetitle given to the document when it was created. Depending on the Document
Type, thistitle may have been assigned by the Initiator or built automatically based
on the contents of the document. The Document Title is displayed in both the
Action List and Document Search.

The Document Type defines the routing definition and other properties for a set
of documents. Each document is an instance of a Document Type and conducts
the same type of business transaction as other instances of that Document Type.

Document Types have the following characteristics:

e They are specifications for a document that can be created in KEW
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Document Type Hierarchy

Document Type Label
Document Type Name

Document Type Policy

Drilldown

Dynamic Node

E

ECL

E-Doc
eDocLite

Embedded Client

Employee Status

Employee Type

e They contain identifying information as well as policies and other attributes

» They defines the Route Path executed for a document of that type (Process
Definition)

» They are hierarchical in nature may be part of a hierarchy of Document Types,
each of which inherits certain properties of its Parent Document Type.

» They are typically defined in XML, but certain properties can be maintained
from a graphical interface

A hierarchy of Document Type definitions. Document Types inherit certain
attributes from their parent Document Types. This hierarchy is also leveraged by
various pieces of the system, including the Rules engine when eval uating rule sets
and KIM when evaluating certain Document Type-based permissions.

The human-readabl e label assigned to a Document Type.
The assigned name of the document type. It must be unique.

These advise various checks and authorizations for instances of a Document Type
during the routing process.

A link that allows a user to access more detailed information about the current
data. These links typically take the user through a series of inquiries on different
business objects.

An advanced type of Route Node that can be used to generate complex routing
paths on the fly. Typically used whenever the route path of a document cannot be
statically defined and must be completely derived from document data.

1. Anacronym for Educational Community License.

2. All Kuali software and materia is available under the Educational Community
License and may be adopted by colleges and universities without licensing
fees. The open licensing approach a so provides opportunities for support and
implementation assistance from commercia affiliates.

An abbreviation for electronic documents, aso a shorthand reference to
documents created with eDoclL.ite.

A framework for quickly building workflow-enabled documents. Allows you to
define document screensin XML and render them using XSL style sheets.

A type of client that runs an embedded workflow engine.

Found on the Person Document; defines the employee's current employment
classification (for example, "A" for Active).

Found on the Person Document; defines the employee's position classification (for
example, "P" for Professional).
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Entity

Entity Attribute

Entity Type

Exception

Exception Messaging

Exception Routing

Extended Attributes

Extension Rule Attribute

F

Field Lookup

Final

Flexible Route Management

FlexRM  (Flexible
Module)

An Entity record houses identity information for agiven Person, Process, System,
etc. Each Entity is categorized by its association with an Entity Type.

Entitieshave directory-likeinformation called Entity Attributesthat are associated
with them

Entity Attributes make up the identity information for an Entity record.

Provides categorization to Entities. For example, a"System" could be considered
an Entity Type because something like a batch process may need to interfact with
the application.

A workflow routing status indicating that the document routed to an exception
gueue because workflow has encountered a system error when trying to process
the document.

The set of services and configuration options that are responsible for handling
messages when they cannot be successfully delivered. Exception Messaging is
set up when you configure KSB using the properties outlined in KSB Module
Configuration.

A type of routing used to handle error conditions that occur during the routing
of a document. A document goes into Exception Routing when the workflow
engine encounters an error or a situation where it cannot proceed, such as a
violation of a Document Type Policy or an error contacting external services.
When this occurs, the document is routed to the parties responsible for handling
these exception cases. This can be a group configured on the document or a
responsibility configured in KIM. Once one of these responsible parties has
reviewed the situation and approved the document, it will be resubmitted to the
workflow engine to attempt the processing again.

Custom, table-driven business object attributes that can be established by
implementing institutions.

One of the rule attributes added in the definition of a rule template that extends
beyond the base rule attributes to differentiate the routing rule. A Required
Extension Attribute has its "Required” field set to True in the rule template.
Otherwise, it isan Optional Extension Attribute. Extension attributes are typically
used to add additional fields that can be collected on arule. They also define the
logic for how those fields will be processed during rule evaluation.

The round magnifying glass icon found next to fields throughout the GUI that
allow the user to look up reference table information and display (and select from)
alist of valid values for that field.

A workflow routing status indicating that the document has been routed and has
no pending approval or acknowledgement requests.

A standard KEW routing scheme based on rules rather than dedicated table-based
routing.

The Route Module that performs the Routing for any Routing Rule is defined
through FlexRM. FlexRM generates Action Requests when a Rule matches the
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Force Action

Group

Group Attribute

H

Hierarchical Tree Structure

Initialized

Initiated

datavalue contained in adocument. An abbreviation of "Flexible Route Module."
A standard KEW routing schemethat isbased on rules rather than dedicated table-
based routing.

A trueffalse flag that indicates if previous Routing for approva will be ignored
when an Action Request is generated. The flag is used in multiple contexts where
requests are generated (e.g., rules, ad hoc routing). If Force Action is False, then
prior Actions taken by a user can satisfy newly generated requests. If it is True,
then the user needs to take another Action to satisfy the request.

A workflow action request that can be cleared from a user's Action List with
or without opening and viewing the document. A document with no pending
approval reguests but with pending Acknowledge requestsisin Processed status.
A document with no pending approval requests but with pending FY| requestsis
in Final status. See also Ad Hoc Routing and Action Request.

A Group has members that can be either Principals or other Groups (nested).
Groups essentially become away to organize Entities (via Principal relationships)
and other Groups within logical categories.

Groups can be given authorization to perform actions within applications by
assigning them as members of Roles.

Groupscan also havearbitrary identity information (i.e., Group Attributes hanging
from them. Group Attributes might be values for "Office Address,” "Group
Leader," etc.

Groups can be maintained at runtime through a user interface that is capable of
workflow.

Groups have directory-like information called Group Attributes hanging from
them. "Group Phone Number" and "Team Leader" are examples of Group
Attributes.

Group Attributes make up the identity information for a Group record.

Group Attributes can be maintained at runtime through a user interface that is
capable of workflow.

A hierarchical representation of datain agraphical form.

The state of an Action Request when it is first created but has not yet been
Activated (sent to auser's Action List).

A workflow routing status indicating a document has been created but has not
yet been saved or routed. A Document Number is automatically assigned by the
system.
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Initiator

Inquiry

J

Join Node

K

KC - Kuali Coeus

KCA -
Affiliates

Kuali Commercid

KCB — Kuali Communications
Broker

KEN - Kuai Enterprise
Notification
KEW - Kuadi Enterprise
Workflow

KFS—Kuali Financial System

KIM -
Management

Kuali  Identity

A user role for a person who creates (initiates or authors) a new document for
routing. Depending on the permissions associated with the Document Type, only
certain users may be able to initiate documents of that type.

A screen that allows a user to view information about a business object.

The point in the routing path where multiple branches are joined together. A Join
Node typically has a corresponding Split Node for which it joins the branches.

TODO

A designation provided to commercia affiliates who become part of the Kuali
Partners Program to provide for-fee guidance, support, implementation, and
integration services related to the Kuali software. Affiliates hold no ownership of
Kuali intellectual property, but are full KPP participants. Affiliates may provide
packaged versions of Kuali that provide value for installation or integration
beyond the basic Kuali software. Affiliates may also offer other types of training,
documentation, or hosting services.

KCB islogically related to KEN. It handles dispatching messages based on user
preferences (email, SMS, etc.).

A key component of the Enterprise Integration layer of the architecture
framework. Its features include:

» Automatic Message Generation and Logging
» Message integrity and delivery standards
 Deélivery of notificationsto auser's Action List

Kuali Enterprise Workflow is a general-purpose el ectronic routing infrastructure,
or workflow engine. It manages the creation, routing, and processing of electronic
documents (eDocs) necessary to complete a transaction. Other applications can
also use Kuali Enterprise Workflow to automate and regul ate the approval process
for the transactions or documents they create.

Deliversacomprehensive suite of functionality to servethefinancial system needs
of all Carnegie-Classinstitutions. An enhancement of the proven functionality of
Indiana University's Financial Information System (FIS), KFS meets GASB and
FASB standards while providing a strong control environment to keep pace with
advancesin both technol ogy and business. Modulesincludefinancial transactions,
genera ledger, chart of accounts, contracts and grants, purchasing/accounts
payable, labor distribution, budget, accounts receivable and capital assets.

A Kuali Rice module, Kuali Identity Management provides a standard API for
persons, groups, roles and permissions that can be implemented by an institution.
It also provdies an out of the box reference implementation that alows for a
university to use Kuali astheir Identity Management solution.
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KNS —Kuali Nervous System

KPP - Kuali Partners Program

KRAD - Kudi Rapid
Application Development
KRMS - Kuadi Rules
Management System

KS- Kuali Student

KSB —Kuali Service Bus

Kudli

Kuali Foundation

A core technical module composed of reusable code components that provide
the common, underlying infrastructure code and functionality that any module
may employ to perform its functions (for example, creating custom attributes,
attaching electronic images, uploading data from desktop applications, lookup/
search routines, and database interaction).

The Kuali Partners Program (KPP) is the means for organizations to get involved
in the Kuali software community and influence its future through voting rights to
determine software devel opment priorities. Membership dues pay staff to perform
Quality Assurance (QA) work, release engineering, packaging, documentation,
and other work to coordinate the timely enhancement and release of quality
software and other services valuableto the members. Partners are al so encouraged
to tender functional, technical, support or administrative staff members to the
Kuali Foundation for specific periods of time.

TODO

TODO

Deliversameansto support students and other users with astudent-centric system
that provides real-time, cost-effective, scalable support to help them identify
and achieve their goals while smplifying or eliminating administrative tasks.
The high-level entities of person (evolving roles-student, instructor, etc.), time
(nested units of time - semesters, terms, classes), learning unit (assigned to any
learning activity), learning result (grades, assessments, evaluations), learning
plan (intentions, activities, magjor, degree), and learning resources (instructors,
classrooms, equipment). The concierge function is a self-service information
sharing system that aligns information with needs and tasks to accomplish goals.
The support for integration of locally-devel oped processes provides flexibility for
any institution's needs.

Provides an out-of-the-box service architecture and runtime environment for Kuali
Applications. It is the cornerstone of the Service Oriented Architecture layer of
the architectural reference framework. The Kuali Service Bus consists of:

A servicesregistry and repository for identifying and instantiating services

Run time monitoring of messages

Support for synchronous and asynchronous service and message paradigms

1. Pronounced "ku-wah-le€". A partnership organization that produces a suite of
community-source, modular administrative software for Carnegie-class higher
education ingtitutions. See also Kuali Foundation

2. (n.) A humble kitchen wok that plays an important role in asuccessful kitchen.

Employs staff to coordinate partner efforts and to manage and protect the
Foundation's intellectual property. The Kuali Foundation manages a growing
portfolio of enterprise software applications for colleges and universities. A
lightweight Foundation staff coordinates the activities of Foundation members
for critical software development and coordination activities such as source code
control, release engineering, packaging, documentation, project management,
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Kudi Rice

L

Last Modified Date

M

Maintenance Document

Message

Message Queue

Namespace

Note Text

Notification Content

software testing and quality assurance, conference planning, and educating and
assisting members of the Kuali Partners program.

Provides an enterprise-class middleware suite of integrated products that allow
both Kuali and non-Kuali applications to be built in an agile fashion, such
that developers are able to react to end-user business requirements in an
efficient manner to produce high-quality business applications. Built with Service
Oriented Architecture (SOA) concepts in mind, KR enables developers to build
robust systems with common enterprise workflow functionality, customizable
and configurable user interfaces with a clean and universal look and fedl, and
genera notification features to allow for a consolidated list of work "action
items." All of this adds up to providing a re-usable development framework that
encourages a simplified approach to developing true business functionality as
modular applications.

The date on which the document was last modified (e.g., the date of the last action
taken, the last action request generated, the last status changed, etc.).

An e-doc used to establish and maintain atable record.

The full description of a notification message. Thisis a specific field that can be
filled out as part of the Simple Message or Event Message form. This can aso
be set by the programmatic interfaces when sending notifications from a client
system.

Allows administrators to monitor messages that are flowing through the Service
Bus. Messages can be edited, deleted or forwarded to other machines for
processing from this screen.

A Namespace is a way to scope both Permissions and Entity Attributes Each
Namespace instance is one level of scoping and is one record in the system.
For example, "KRA" or "KC" or "KFS" could be a Namespace. Or you could
further break those up into finer-grained Namespaces such that they would roughly
correlate to functional moduleswithin each application. Examples could be "KRA
Rolodex", "KC Grants', "KFS Chart of Accounts'.

Out of the box, the system is bootstrapped with numerous Rice namespaces
which correspond to the different modules. There is also a default namespace of
"KUALI".

Namespaces can be maintained at runtime through a maintenance document.

A free-form text field for the text of a Note

This section of a natification message which displays the actual full message for
the notification along with any other content-type-specific fields.
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Notification Message

O

OO0TB

Optimistic Locking

Optiona  Rule  Extension
Attribute

Org Doc #

Organization

Organization Code

P

Parameter Component Code
Parameter Description

Parameter Name
Parameter Type Code

Parameter Value

Parent Document Type

Parent Rule

Permission

The overall Notification item or Notification Message that a user sees when she
views the details of a natification in her Action List. A Notification Message
contains not only common elements such as Sender, Channel, and Title, but also
content-type-specific fields.

Stands for "out of the box" and refers to the base deliverable of a given feature
in the system.

A type of "locking" that is placed on a database row by a process to prevent
other processes from updating that row before the first process is complete. A
characteristic of this locking technique is that another user who wants to make
modifications at the same time as another user is permitted to, but the first one
who submits their changes will have them applied. Any subsequent changes will
result in the user being notified of the optimistic lock and their changes will not
be applied. This technique assumes that another update is unlikely.

An Extension Attribute that is not required in a Rule Template. It may or may
not be present in a Routing Rule created from the Template. It can be used as
a conditional element to aid in deciding if a Rule matches. These Attributes are
simply additional criteriafor the Rule matching process.

The originating document number.

Refers to a unit within the institution such as department, responsibility center,
campus, etc.

Represents aunique identifier assigned to units at many different levelswithin the
institution (for example, department, responsibility center, and campus).

Code identifying the parameter Component.
Thisfield houses the purpose of this parameter.

This will be used as the identifier for the parameter. Parameter values will be
accessed using this field and the namespace as the key.

Code identifying the parameter type. Parameter Type Code isthe primary key for
its table.

Thisfield houses the actual value associated with the parameter.

A Document Type from which another Document Type derives. The child type can
inherit certain properties of the parent type, any of which it may override. A Parent
Document Type may have a parent as part of a hierarchy of document types.

A Routing Rulein KEW from which another Routing Rulederives. Thechild Rule
can inherit certain properties of the parent Rule, any of which it may override. A
Parent Rule may have a parent as part of a hierarchy of Rules.

Permissions represent fine grained actions that can be mapped to functionality
within a given system. Permissions are scoped to Namespace which roughly
correlate to modules or sections of functionality within a given system.
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Person Identifier

Person Role

Pessimistic Locking

Plugins

Post Processor

A developer would code authorization checks in their application against these
permissions.

Some examples would be; "canSave", "canView", "canEdit", etc.

Permissions are aggregated by Roles.

Permissions can be maintained at runtime through a user interface that is capable
of workflow; however, developers still need to code authorization checks against
them in their code, once they are set up in the system.

Attributes

1. Id - a system generated unique identifier that is the primary key for any
Permission record in the system

2. Name - the name of the permission; also a human understandable unique
identifier

3. Description - afull description of the purpose of the Permission record
4. Namespace - the reference to the associated Namespace
Relationships

1. Permission to Role - many to many; this relationship ties a Permission record
to aRole that is authorized for the Permission

2. Permission to Namespace - many to one; this relationship allows for scoping
of a Permission to a Namespace that contains functionality which keys its
authorization checking off of said

The username of an individual user who receives the document ad hoc for the
Action Requested

Creates or maintains the list used in selection of personnel when preparing the
Routing Form document.

A type of lock placed on a database row by a process to prevent other processes
from reading or updating that row until thefirst processisfinished. Thistechnique
assumes that another update is likely.

A plugin is a packaged set of code providing essential services that can be
deployed into the Rice standalone server. Plugins usually contains only classes
used in routing such as custom rules or searchable attributes, but can contain
client application specific services. They are usually used only by clients being
implemented by the "Thin Client' method

A routing component that is notified by the workflow engine about various events
pertaining to the routing of a specific document (e.g., node transition, status
change, action taken). Theimplementation of aPost Processor istypically specific
to aparticular set of Document Types. When all required approvals are compl eted,
the engine notifiesthe Post Processor accordingly. At this point, the Post Processor
is responsible for completing the business transaction in the manner appropriate
to its Document Type.
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Posted Date/Time Stamp

Postal Code

Preferences

Primary Delegation

Principal

Processed

R

Recipient Type
Required Rule
Attribute
Responsibility
Responsibility Id
Responsible Party
Reviewer

Rice

Role

Extension

A free-formtext field that identifies the time and date at which the Notesis posted.
Defines zip code to city and state cross-references.

User optionsinan Action List for displaying thelist of documents. Userscan click
the Preferences button in the top margin of the Action List to display the Action
List Preferences screen. On the Preferences screen, users may change the columns
displayed, the background colors by Route Status, and the number of documents

displayed per page.

The Delegator turns over full authority to the Delegate. The Action Requests
for the Delegator only appear in the Action List of the Primary Delegate. The
Delegation must be registered in KEW or KIM to be in effect.

A Principal represents an Entity that can authenticate into the system. One can
roughly correlate aPrincipal to alogin username. Entitiescan existin KIM without
having permissions or authorization to do anything; therefore, a Principal must
exist and must be associated with an Entity in order for it to have access privileges.
All authorization that is not specific to Groupsistied to aPrincipal.

In other words, an Entity isfor identity whileaPrincipal isfor access management.

Also note that an Entity is allowed to have multiple Principals associated with
it. The use case typically given here is that a person may apply to a school and
receive one log in for the application system; however, once accepted, they may
receive their official login, but use the same identity information set up for their
Entity record.

A routing status indicating that the document has no pending approval requests
but still has one or more pending acknowledgement reguests.

Thetype of entity that is receiving an Action Reguest. Can be a user, workgroup,
or role.

An Extension Attribute that is required in a Rule Template. It will be present in
every Routing Rule created from the Template.

See Responsible Party.

A unique identifier representing a particular responsibility on a rule (or from a
route module Thisidentifier staysthe samefor aparticular responsibility no matter
how many times arule is modified.

The Reviewer defined on a routing rule that receives requests when the rule
is successfully executed. Each routing rule has one or more responsible parties
defined.

A user acting on adocument in his/her Action List and who hasreceived an Action
Request for the document.

An abbreviation for Kuali Rice.

Roles aggregate Permissions When Roles are given to Entities (via their
relationship with Principals) or Groups an authorization for all associated
Permissionsis granted.




Glossary

Route Header 1d

Route Log

Route Module

Route Node

Route Path

Route Status

Another name for the Document 1d.

Displays information about the routing of a document. The Route Log is usually
accessed from either the Action List or a Document Search. It displays general
document information about the document and a detailed list of Actions Taken
and pending Action Requests for the document. The Route Log can be considered
an audit trail for a document.

A routing component that the engine usesto generate action requests at aparticul ar
Route Node. FIexRM (Flexible Route Module) is a general Route Module that
is rule-based. Clients can define their own Route Modules that can conduct
specialized Routing based on routing tables or any other desired implementation.

Represents a step in the routing process of a document type. Route node
"instances" are created dynamically asadocument goesthroughitsrouting process
and can be defined to perform any function. The most common functions are to
generate Action Requests or to split or join the route path.

e Simple: do some arbitrary work

» Requests: generate action requests using a Route Module or the Rules engine

Split: split the route path into one or more paralléel branches

« Join: join one or more branches back together

 Sub Process: execute another route path inline

« Dynamic: generate a dynamic route path

The path a document follows during the routing process. Consists of a set of
route nodes and branches. The route path is defined as part of the document type
definition.

The status of a document in the course of its routing:

» Approved: These documents have been approved by all required reviewers and
are waiting additional postprocessing.

 Cancelled: These documents have been stopped. The document's initiator can
'‘Cancel' it before routing begins or a reviewer of the document can cancel it
after routing begins. When a document is cancelled, routing stops; it is not sent
to another Action List.

« Disapproved: These documents have been disapproved by at |east onereviewer.
Routing has stopped for these documents.

» Enroute: Routing is in progress on these documents and an action request is
waiting for someone to take action.

» Exception: A routing exception has occurred on this document. Someone from
the Exception Workgroup for this Document Type must take action on this
document, and it has been sent to the Action List of this workgroup.

 Final: All required approvals and all acknowledgements have been received on
these documents. No changes are allowed to a document that isin Final status.
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Routed By User

Routing

Routing Priority

Routing Rule

« Initiated: A user or aprocess has created this document, but it has not yet been
routed to anyone's Action List.

» Processed: These documents have been approved by all required users, and is
completed on them. They may be waiting for Acknowledgements. No further
action is needed on these documents.

» Saved: These documents have been saved for later work. An author (initiator)
can save a document before routing begins or areviewer can save a document
before he or she takes action on it. When someone saves a document, the
document goes on that person’'s Action List.

The user who submits the document into routing. This is often the same as the
Initiator. However, for some types of documents they may be different.

The process of moving a document through its route path as defined in its
Document Type. Routing is executed and administered by the workflow engine.
This process will typicaly include generating Action Requests and processing
actionsfrom the userswho receive those requests. |n addition, the Routing process
includes callbacksto the Post Processor when there are changesin document state.

A number that indicatesthe routing priority; asmaller number has ahigher routing
priority. Routing priority is used to determine the order that requests are activated
on aroute node with sequential activation type.

A record that containsthe datafor the Rule Attributes specified in aRule Template
It is an instance of a Rule Template populated to determine the appropriate
Routing. The Rule includes the Base Attributes, Required Extension Attributes,
Responsible Party Attributes, and any Optional Extension Attributes that are
declared in the Rule Template. Rules are evaluated at certain pointsin the routing
process and, when they fire, can generate Action Requests to the responsible
parties that are defined on them.

Technical considerations for a Routing Rules are:
» Configured viaa GUI (or imported from XML)
 Created against a Rule Template and a Document Type

» The Rule Template and it's list of Rule Attributes define what fields will be
collected in the Rule GUI

* Rules define the users, groups and/or roles who should receive action requests
» Available Action Request Types that Rules can route

e Complete

e Approve

» Acknowledge

* FYI

* During routing, Rule Evaluation Sets are "selected” at each node. Default isto
select by Document Type and Rule Template defined on the Route Node
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Rule Attribute

Rule QuickLinks

Rule Template

» Rules match (or 'fire') based on the eval uation of data on the document and data
contained on theindividua rule

» Examples
« |f dollar amount isgreater than $10,000 then send an Approval request to Joe.

e If department is "HR" request an Acknowledgment from the
HR.Acknowledgers workgroup.

Rule attributes are acore KEW data el ement contained in adocument that controls
its Routing. It participatesin routing as part of a Rule Template and is responsible
for defining custom fields that can be rendered on a routing rule. It also defines
the logic for how rules that contain the attribute data are evaluated.

Technical considerations for a Rule Attribute are:

e They might be backed by a Java class to provide lookups and validations of
appropriate values.

 Define how a Routing Rule evaluates document data to determine whether or
not the rule data matches the document data.

» Definewhat datais collected on arule.

» Anattribute typically correspondsto one piece of dataon adocument (i.edollar
amount, department, organization, account, etc.).

e Can be written in Java or defined using XML (with matching done by XPath).
» Can have multiple GUI fields defined in asingle attribute.

A list of document groups with their document hierarchies and actions that can be
selected. For specific document types, you can create the rule delegate.

A Rule Template serves as a pattern or design for the routing rules. All of the
Rule Attributes that include both Required and _Optional_ are contained in the
Rule Template; it defines the structure of the routing rule of FlexRM. The Rule
Template is also used to associate certain Route Nodes on a document type to
routing rules.

Technical considerations for a Rule Templates are:
e They are acomposition of Rule Attributes

» Adding a'Rol€e attribute to a template allows for the use of the Role on any
rules created against the template

» When rule attributes are used for matching on rules, each attribute is associated
with the other attributes on the template using an implicit ‘and' logic attributes

 Can be used to define various other aspects to be used by the rule creation GUI
such as rule data defaults (effective dates, ignore previous, available request

types, etc)
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Save

Saved

Searchable Attributes

Secondary Delegation

Service Registry

Simple Node

SOA

Special Condition Routing

Split Node
Spring

State

Status

A workflow action button that allows the Initiator of a document to save their
work and close the document. The document may be retrieved from theinitiator's
Action List for completion and routing at alater time.

A routing statusindicating the document has been started but not yet compl eted or
routed. The Save action alows the initiator of a document to save their work and
close the document. The document may be retrieved from the initiator's action list
for completion and routing at alater time.

Attributesthat can be defined to index certain pieces of dataon adocument so that
it can be searched from the Document Search screen.

Technical considerations for a Searchable Attributes are:
» They areresponsible for extracting and indexing document data for searching

e They alow for custom fields to be added to Document Search for documents
of a particular type

» They are configured as an attribute of a Document Type

» They can be written in Java or defined in XML by using Xpath to facilitate
matching

The Secondary Delegate acts as atemporary backup Delegator who acts with the
same authority as the primary Approver/the Delegator when the Delegator is not
available. Documents appear in the Action Lists of both the Delegator and the
Delegate. When either acts on the document, it disappears from both Action Lists.

Secondary Delegation is often configured for a range of dates and it must be
registered in KEW or KIM to bein effect.

Displaysaread-only view of all of the servicesthat are exposed on the Service Bus
and includesinformation about them (for example, IP Address, or Endpoint URL).

A type of node that can perform any function desired by the implementer. An
example implementation of a simple node is the node that generates Action
Requests from route modules.

An acronym for Service Oriented Architecture.

Thisisageneric term for additional route levelsthat might betriggered by various
attributes of atransaction. They can be based on the type of document, attributes of
the accounts being used, or other attributes of the transaction. They often represent
specia administrative approvals that may be required.

A node in the routing path that can split the route path into multiple branches.

The Spring Framework is an open source application framework for the Java
platform.

Defines U.S. Postal Service codes used to identify states.

On an Action List; also known as Route Status. The current location of the
document in its routing path.
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Submit

Superuser

Superuser Approval

Superuser Document Search

T

Thread pool

Title

URL

V

Viewer

W

Web Service Client

Wildcard

Workflow

A workflow action button used by the initiator of a document to begin workflow
routing for that transaction. It moves the document (through workflow) to the next
level of approval. Once adocument is submitted, it remainsin 'ENROUTE' status
until all approvals have taken place.

A user who has been given special permission to perform Superuser Approvas
and other Superuser actions on documents of a certain Document Type.

Authority given Superusers to approve a document of a chosen Route Node. A
Superuser Approval action bypasses approvals that would otherwise be required
in the Routing. It is available in Superuser Document Search. In most cases,
reviewers who are skipped are not sent Acknowledge Action Requests.

A special mode of Document Search that allows Superusers to access documents
in a specia Superuser mode and perform administrative functions on those
documents. Access to these documents is governed by the user's membership in
the Superuser Workgroup as defined on a particular Document Type.

A technique that improves overal system performance by creating a pool of
threadsto execute multiple tasks at the sametime. A task can execute immediately
if athread in the pool is available or else the task waits for a thread to become
available from the pool before executing.

A short summary of the notification message. This field can be filled out as part
of the Simple Message or Event Message form. In addition, this can be set by the
programmatic interfaces when sending notifications from a client system.

Thisfield is equivalent to the "Subject" field in an email.

An acronym for Uniform Resource Locator.

A person who can log in and use the application. This term is synonymous with
"Principal" in KIM. "Whereas Entity 1d represents a unique Person, Principal 1d
represents a set of login information for that Person.”

A user(s) who views a document during the routing process. This includes users
who have action reguests generated to them on a document.

A type of client that connects to a standalone KEW server using Web Services.

A character that may be substituted for any of a defined subset of al possible
characters.

Electronic document routing, approval and tracking. Also known as Workflow
Services or Kuali Enterprise Workflow (KEW). The Kuali infrastructure service
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Workflow Engine

Workflow QuickLinks

XML

XML Ingester

XML RuleAttribute

that electronically routes an e-doc to its approvers in a prescribed sequence,
according to established business rules based on the e-doc content. See also Kuali
Enter prise Workflow.

The component of KEW that handles initiating and executing the route path of a
document.

A web interface that provides quick navigation to various functions in KEW.
These include:

* Quick EDoc Watch: Thelast five Actionstaken by thisuser. The user can select
and repeat these actions.

* Quick EDoc Search: Thelast five EDocs searched for by thisuser. The user can
select one and repeat that search.

* Quick Action List: Thelast five document types the user took action with. The
user can select one and repeat that action.

See also XML Ingester.

1. Anacronym for Extensible Markup Language.

2. Used for dataimport/export.

A workflow function that allows you to browse for and upload XML data

Similar in functionality to a RuleAttribute but built using XML only
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